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Foreword

lajtha.gyorgy@In.matav.hu

While reading through the Hiradastechnika issues
of the first half-year, | selected for English publication
several articles which more or less are supporting the
development of the telecommunications and communi-
cations sectors. Several interesting studies were written
from the component and technology field. This half-
year may well emphasise the fact that the recent achie-
vements of electronics, nano technology and photon-
ics have reached the level where they can play a deter-
minant role in telecommunications.

Disregarding their sequence in the journal, first of all
| want to speak of photonics. Three articles (those of
Tamas Marozsak, Gabor Kovacs, Attila Kovacs — lldikd
Deme, respectively) report on photonic devices, new
laser types, wavelength switches, semiconductor ampli-
fiers and packet switched optical routers, which ele-
ments will certainly step up the propagation process of
optical telecommunications. The Hungarian researchers
are also doing their best to find out how to reduce the
number of the electric/optical transformations along the
connection. The number of the functions to be realised
on the optical level is growing steadily, thus permitting
the reduction of the broadband telecommunications
costs. As newer and newer technologies emerging in
the fields of photonics fulfil urgent needs, we have
been endeavouring to present the achievements of
the national research works in this issue, as well. It is
worth contrasting these articles with our previous Eng-
lish issue, where the optical burst switching, the distrib-
uted parameter and Raman amplifiers have been
brought into the light (December 2003).

Because the service itself and also the production
require nano technologic solutions, we will first include
in the following group a review of the National Nano
Technology Conference. These achievements, howev-
er, are not connected with the modernisation of net-
works of the near future, being marked only with a ten-
dency. This trend is underscored by the technologic
researches that contributed to the creation of highly

LIX. VOLUME 2004/6

efficient solar cells, with the laser beam being a promis-
ing factor in the mounting miniaturisation and the pre-
cise completion of bores in the micrometer range
(Edvard Kuthy, Péter Gordon—Balint Balogh).

Réka Limbek and Péter Sziklai handle one of the
potential fields of high quality coding. This group may
also outline the presentation of ENUM, the solution
enabling the improvement of the service quality and
linking the e-mail addresses to the phone number.
Quality and reliability are important and play role also in
the field of computer-technology. The investigation of
fault-tolerant computers (Zoltan Katona) and of the rel-
evant protocols is equally strengthening this tendency.

Thus we were studying to outline the development
backgrounds of telecommunications, hoping that all
these results will in the short term contribute to the
enhancement both of the prices and to the quality of
the different services. Mentioned last, but put first in
the journal is the contribution of Orsolya Ferencz, with
the presentation of an actually important solution of the
Maxwell equations.

There is a chance that the technological and exper-
imental background that we became familiar with could
be used extensively in the near future. The acceptance
of the countrywide implementation of the theoretical
findings is a crucial factor. By means of these articles
we intend to attract the attention to the results and
suggest their use by the telecommunications industry.
In one or two years from now we might be able to
report in our English-language issue the realisation of
the first end-to-end optical connection based on the
photonic achievements. Along with this we would like
also to have a report on the improvement of the relia-
bility of the computer technology used for the control
and the management of such a connection, i.e. on the
experience that the failure rate is tending to zero.

Dr. Lajtha Gyérgy
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One of the most important research topics is the investigation of (short) impulse propagation in waveguides. The known solu-
tions are based upon the well-known monochromatic approaches, examining the different frequencies separately or building
the model and the theory on a fundamentally monochromatic starting point (e.g. permittivity tensor, which is defined originally
by assuming an type solution form). In this paper a completely new theoretical model and solving method will be presented
for a rectangular waveguide filled by vacuum, excited by an arbitrarily formed electromagnetic signal (Dirac or real, even

short impulse).

This method avoids the application of the former as-
sumptions regarding the sinusoidal waveforms.

The obtained closed-formed solution leads back to
the former ones known for monochromatic excitation,
by using a sinusoidal excitation with a given frequency,
but obviously the new formula results a general solu-
tion of the problem.

Introduction

The model, in which the new theoretical method will be
presented, is a rectangular waveguide filled by vacuum
and bordered by perfect conductor walls.

Fig.1. The structure of the model
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The generally directed exciting current density is
Ji=Jyi+dy,jHd,k
|| =8(1)-8(x)-B,(»)- B:(2)

where B(x) and B,(2) are envelope functions con-
taining the boundary conditions

(1)

Bi(0) = Bi(@) =0 and B,(0) = By(b) =0 (2

So the current density is (3)
J, =|jl|sinBzT+|jl|cosB cosoc]_'+|jl|cos[5 sina. k

Further — without any theoretical restriction — let the
following, sufficiently general form of the excitation be
applied (4):

=0
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The new solving method

The theoretical basis of the solving method can be
found in [1, 2] for transient plane waves.

The equations to be solved are Maxwell’ equations
(3, 8]

g R

" ot ®)
II. VXE=-
II.VH =0

V. VE=2P

Let the retarded potential be introduced on the well
known way

VxA=H
_ o -
E+pu,—=-V
Iioat 14

The Lorenz-condition is valid, as usual

(VZ+508—W)=0 (7)
ot

(6)
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So, the equation to be solved is

_ 924 _
VZA —SO,LLO?:—J] (8)
As the excitation is a generally formed signal with
exact starting point according to time and space, the
Laplace-transformation can be applied, as

et s

r ety

ye—=—u

z e
f(t,x,y,z)%F(s,p,u,l)

Because of the presence of derivative terms, initial
values according to all coordinates will appear. Usually
these initial values contain information regarding the
energetic state of the medium. However, in this case
the medium is considerable to be free of energy before
the switching on of the excitation. Therefore in the fur-
ther all the initial values have to be taken into account
as 0.

The transformed equations to be solved are:

Hx(s,p,u,l)zuAZ(s,p,u,l)—lAy(s,p,u,l)
H},(S,pﬂflal): _p Az (S9p5u’l)

H_(s, p,u,l)=p A,(s, p,u,l)

further
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0

E, (s, pu,0)= ei %[usz (s, pou,) )+ ul A (s, p,u, l)]—/.i0 s4, (s, pou,l)
0

(10)
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0

Fig.2. The envelope functions

The Laplace-transformed form of the exciting cur-
rent density is

Jl(s,p,u,l)z (12)

- JﬁJ ()3 (x)B,(3)B,(z) e e ™ e Fdrdxdydz
0 =1-1-B,(u)B, (/)

It is very important to choose B; and B, functions
suitably. These envelope functions contain the bound-
ary conditions resulted from the geometrical structure
of the model. This can be seen in Fig.2.

The boundary conditions to be validated are

Bi(0) = Bi(a) = By(0) = By(b) =0 (13)

As it is usual [3], the envelope functions By and B,
can be extended periodically, and it is possible to
describe them by Fourier-series:

B] (y)= zcm . eJm;y
m=0 (14)

T
n—y

1 —jm
Co=gg JBO) e dy

and _ -
B,E)=XcC,-¢""
n=0
1 b —jniz (15)
Cn=g_‘[82(z)-e b dz

where C,, and C, are Fourier-coefficients, a and b
are geometrical parameters of the waveguide, mand n

re in r
areintegers . _ 0.+1.42,..

n=0,t1,£2,...
The Laplace-transformed forms of (19) and (20) are

B)=Y — =

=Y — jm—

(16)
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=] —jn—
b
The poles according to p can be

determined from
(18)

Investigating the poles according to
u and /it becomes obvious, that only
the poles originating from the excitation
will yield terms different from zero in the
amplitudes. Executing the well known

plrul+17 —g st =0

nY

steps of the inverse Laplace-transforma-
tion on the common way and using the

(19)
substitution, the spectral forms of the

filed components depending on the
spatial variables are:

S=jw
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It can be seen, that one term in the field components propagates forward, the other propagates backward,
considering the location of the excitation as a starting point (x = 0) in the assumed infinitely long wave-guide.
The limiting wave-length (and the limiting frequency, respectively) can be obtained from (20) and (21) as

Suwz_m£2_n£2:0 S — 22
oo a b m (mb)z+(na)2 (22)

By the application of the formal inverse Fourier-transformation, the complete time-space dependent, exact
form of the propagating electric and magnetic field-components can be obtained as
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Numerical results

As a first application of the obtained closed-formed
solution, let an Earth-ionosphere wave-guide model be
calculated.

=
T

ot

Fraguancy
kBT =

Fig.3. Observed dynamic spectra and time functions
for two magnetic field-components
(Marion Island, 2001.04.22. 02:30:07)

In the model, let b = o be assumed (wave propaga-
tion between two infinite perfect conductor plain walls),
the excitation is in the x = 0 plane. It is shown in Fig.4.

Fig.3. shows observed dynamic spectra detected
on the terrestrial surface, propagated in the Earth-
ionosphere layer. Many papers investigate the propa-
gation of these signals, and it is known that the form of
the dynamic spectrum is caused by the presence of the
Earth-ionosphere waveguide [4, 5, 6, and 7].

Fig.4/a.

(Topf the tropospheric layer)
Yy

(assumed vakuum)

.Pr,Y, Vo)

ni

(Earth surface)
x

Fig.4/b. The model of the Earth-ionosphere wave-guide

But the theoretical description of the problem is
based on the monochromatic wave-propagation of gui-
ded waves [8].

In the model-calculation the height of the bottom of
the ionosphere is at 85 km, 2000 km is the traveled
propagation path, 1000 m is the height of the antenna
(location of detection). The excitation is a Dirac and all
the Fourier coefficients are taken into consideration
with 1 value, a = 45°, and m = 0,...,5 modes are taken

into consideration (but all these parameters are flexible
and modifiable).

The calculated time functions and dynamic spectra
of H, and H, at the P point is shown in Fig.5.

-
= o
T

Hz)
.
b2

=N -]
S e

Fraquancy [k

Timo [msec]

v

Fraguancy

i i
4 &
Timo fmsec)

Fig.5. Calculated time functions and dynamic

yA
Detection
Plxgvg)

Z /

L

spectra of field components for Dirac excitation

In the comparison of Fig.3. and 5. some simi-
larities are recognizable. The real impulse be-
havior can well explain the parallel traces in the
spectra. The number of the branches depends
on the number of Fourier-coefficients (modes) ta-
ken into consideration. Moreover, the distance
among the branches depends on the height of
the waveguide, or with other words, the thickness

Ny x(i

of the troposphere, the actual height of the bot-
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tom of the ionosphere (the height of the D layer).
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Conclusions

In this paper a closed-formed solution is presented for
guided waves excited by real transient signals.

The presented solving method is general and fully
analytical. The excitation is a real arbitrarily shaped tran-
sient signal. Applying the presented solving method for
Dirac excitation, the transfer function of the waveguide
can be described. This result opens the way for investi-
gation of real (short) impulse propagation in waveguides
and the transient propagation phenomena. The geo-
metrical structure can be developed further.

The closed-formed solution is well applicable for
computers in order to calculate numerical results of the
analytical solutions.

As a possible application of the new result in a spe-
cial case, a geophysical example was presented. From
the comparison of Fig.3. and Fig.5. it can be seen, that
the model describes well some observed phenomena.
By the application of this solution it became possible to
monitor the bottom of the ionosphere continuously. It is
not necessary to use the averaging of many observed
spherics for the estimation of the height of the D layer,
because the more exact new model makes it possible
to use each individual observed spheric separately.

Moreover, the distance of the lightning source can
be estimated from the dispersion fitting of the measured
and calculated signals. The direction of incidence is well
determinable from the ratio of H, and H, components.
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Our laboratory is a participant of an international project where an optical core router development and research is made by
university and industry members. The developed hardware based on wavelength division multiplex and subcarrier label tech-
nology. The concept, the stage of the development and the foregoing results will be demonstrated below very briefly.

Our laboratory is member of an European 3 years long
project, called LABELS, where in optical backbone
applicable core router will be developed. The partici-
pants are universities, manufactures and operators.
Because of the research is not only theoretic but ex-
perimental also, the aim is to build and test a prototype.
Our part is to realize the optical address processing
unit.

The concept and the foregoing results will be de-
tailed below.

Concept and specification

Relation to the design and specification of the device
the next criterions were respected:

Because of the high speed WDM network applica-
tion, the speed of the device was chosen to 10 Gbit/s
per channel.

Other important respects were the testability and
the cost effectively. Therefore minimum 8, maximum 16
channels routing are implemented.

Because of the IP network transparency and the
available technology, O/E conversion and subcarrier la-
bel were used [2,3]. The various packet lengths take
for the high speed 300 Mbit/s optical label. At this
speed, in burst mode, the router device has to finish
the label recovery and routing process along 1-2 ps.
This time is given by the next calculation:

Because of the IP network transparency, we can
calculate with 1500 byte long packets in average. Until
the label processing the data packets are delayed by
an optical delay line. This delay line is implemented by
a few 100 m long optical fiber. The propagation speed
in a fiber is ny/c, where c is the velocity in vacuum
(3*10® m/s), and n, is the refraction index of the fiber
core. In the monomode fiber ny=1,45. If the fiber length
is L=400 m, the delay time is T=L n1/c=1.93 ps. The
delay line length must be so calibrated, that the long-
est packet must be shorter in time than the delay line.

The label structure will be detailed in the next chap-
ter. The specification has to involve the optical filters

LIX. VOLUME 2004/6

and the photodetector parameter, and the collision de-
tection’s method. The optical filter is a critical part of the
system because of the required narrow band opera-
tion. The applied filter should be able to separate the
subcarrier. While the distance in spectra between the
baseband signal and the subcarrier is only 10 GHz, the
optical filter must be very narrow band. The O/E con-
version is made by an envelope detector. After the
detection, the arisen baseband signal is processed by
the label recovery circuit.

In case of collision the lower priority packet will be
dropped by a collision detector. Based on the above
detailed parameters the structure of the device and the
label can define.

Optical address

In our case one channel is equal with one wavelength.
The intensity modulated data speed is 10 Gbit/s. 20
GHz distance from the data in spectra can be found
the NRZ (non return to zero) coded optical label infor-
mation. The speed of the label is 300 Mbit/s. The opti-
mal address length determination depends on 3 as-
pects:

» The address length should be enough to the syn-
chronization because of the data recovery process. In
case of open loop structure, based on the measure-
ments 128 bits are needed for the safe synchroniza-
tion. At the closed loop solution, this value is much
more less. The preamble length can be reduced for 2-
3 bytes. The drawback of the closed loop structure is
the usage of the PLL. Because of this drawback, in our
case the open loop recovery was used.

*» The duration of the effective label information and
the preamble together must be less than the 45% of
the process time. If the duration of the 1500 byte length
packet is 1,2 ys, and 100 ns time-protection is used for
the elimination of the packet and the label overlapping,
the available label recovery time is 450 ns. In this case
128 bits optical address can apply. For the routing
process 600 ns additional time is available.
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128-256 bit

Sync preamble  Start bt Label

>96 bit |2 bit | 32 bit G T
i 4bit |7 pit

Fig 1. Optical address

+ At last the label contains start unique words to
identify the beginning of the effective address informa-
tion and TTL (Time to Live) bits to avoid the loop in the
network. Because of the optical labels valid in the opti-
cal networks only, the 32 bits result adequate unique
address (Fig. 1).

Router structure

The developed router with two channels is illustrated by
the Fig 2. At the input the incoming wavelengths are
separated by a multiplexer to different channels. After
the channel separation the optical label information is
outfiltered. The data payload goes through an optical
delay line in the same format.

During the delay time the optical label process must
be done. The new optical label is generated, and the
control logic sets up the wavelength converter. After the
wavelength conversion (routing process) regenerated
label information will be up-mixed and modulated on
subcarrier of the packet carried on a new wavelength.

Fig 2. Two channel router block diagram

The chronologic order of the label process is the fol-
lowing:

The outfiltered optical label information is converted
to a baseband electric signal by an envelop detector.
The effective information will be recovered by using an
open loop structure. Based on the effective label infor-
mation and the static routing table the wavelength con-
verter setup will be done. The optical label will be
regenerated in the given format. The collision detection
is based on packet priority.

The next chapter below details the open loop data
recovery method.

Digital control logic

The open loop data recovery process made by an
FPGA based (Field Programmable Gate Array) [1].
Because of the low cost, the high flexibility and the rel-
atively high speed (in our case clkin = 420 MHz) the
FPGA is able for network applications. The two main
part of the control circuits are the user interface and the
label processing unit.

The open loop data recovery based on an over-
sampling. The incoming bitframes are oversampled by
a latch matrix. The elements of the D-latch matrix are
divided by the clock and its phase shifted domains
(90°, 180°, 270°). The oversampling structure is illus-
trated on the Fig. 3. The four phases results 4 time do-
main.

The right bit detection is made by a bit transition
detector and time domain selection circuits. Because of

D— Converter -
£
—-—D Converter l MOD

]

the jitter the time domains are five
latches long (Fig. 3). The bit transition
detector selects the right time domain.
The given data bits go through a seri-
al/parallel transformation and after this

Microwave

are processed by a comparator. The
beginning of the address information

Microwave
circuits

circuits

is signed by a special unique word.

i

glE

o
[Base-bandj|signal

[ Base-band signal

Signal Regeneration Signal Regeneration

—

Clock 32 bit Serial-in/Paralell-out
Recovery Shift register

32 bit Serial-in/Paralell-out|
Shift register

Clock
Recovery

Memory
(include the

Memory

(include the Label Processing

After the unique word matching the fol-
lowing 4 bytes are stored by a memo-
ry as the optical label information. The
new wavelength is determined by the
routing table. Finally the optical label is
regenerated in the Fig. 1. which shows
format, and added by an external

routing table) Unit routing table) Unit

_{32 bit Serial-in/Paralell-out
Shift register

microwave modulator to the subcarrier
of the data packet.

B L]
_|32 bit Serial-in/Paralell-out
Shift register

Results and problems

Converter
Controll Unit

Converter
Controll Unit

At this moment the BER (Bit Error Ra-
tio) measurement are on. To the BER
measurement both transmitter and

Optical Label Packet Collision Detector

‘ receiver circuits are needed. The opti-
cal address in predetermined format is

generated by the transmitter circuit.
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In the future 300 MHz will have
been achieved by the optimization of
the digital circuits.

Only a static routing table can be

S ——

Pos edgegyr " 5
Edge detection Time domain 47

4
Ned edge f
logic n decision logic S

DATAOUT
FIFO used because of the available com-
2 puting speed. The usage of dynamic
routing table needs much more com-
Data | DATA plex structure.
Valid . .
valid = The developed device is capable
control | 2 .
only for wavelength routing. The phys-

ical routing is not supported. The phy-
sical routing can be achieved by using

Fig 3. Data recovery

The transmitter includes random number generators
(RNG). The random addresses and the random time
between the packets are generated by the RNGs. The
receiver recovers the burst mode label packets and
stores the results. The BER is given by a comparator
circuit. The asynchronous connection was simulated by
using of different clock signal in both the transmitter
and in the receiver. The clock frequency difference was
a few MHz. The clock frequency of the transmitter was
200 MHz, and the receiver’s clock frequency was tuned
around 200 MHz £ 5%.

The synchronization time in function of the transmit-
ter’s clock ad the length of the preamble are illustrated
on the Fig 4.

of 2 level structures, wherein the basic
level is the wavelength router. In this case the wave-
length routers are managed by an optical switch matrix.

Conclusion

We hope that we were able to give an adequate
overview about our topical optical signal processing
research.

We rely on that we find the solutions of our prob-
lems whereby other new questions and results could
be finding up.

Believe the optical networks, it is the future!
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The minimal preamble length is 88 bit, and the min-
imal recovery time is 400 ns. The maximal possible fre-
quency difference between the receiver and transmitter
clock can be 2,2 MHz. It means 10% tolerance. This tol-
erance much more higher, than the requirements in the
asynchronous networks.

At this moment our system fault are the maximum
label recovery speed and the static routing.

Not faster than 200 MHz speed optical label can be

recovered by the device.
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Vertical cavity surface emitting lasers, VCSELs, are very important light sources in optical communications. Their charac-
teristics are very close to high performance edge emitting laser characteristics with low distortion, high modulation band-
width and high dynamic range. At the same time their price can be an order less thanks to the new technology. This paper
introduces the unique properties and application of these lasers in high speed direct modulated optical links. A novel circuit
model is also shown, which is capable to simulate the spatial effects, like diffusion and spatial whole burning, in these lasers.

The semiconductor laser is one of the most important
devices in today’s communications systems. The opti-
cal carrier can transfer several GHz bandwidth digital
signal or any kind of analog signals in this bandwidth.
Even simultaneous transmission of baseband digital
and radiofrequency analog signals can be applied [1].
The advantages of optical transmission, like small
attenuation, high bandwidth and immunity to electro-
magnetic interference are evident, but the high price of
optoelectronic devices still prevent this technology from
being widely used. Fortunately, the ever increasing
user demands and the fast development of new tech-
nologies transform the expensive technologies to
everyday ones fast.

The VCSEL (Vertical Cavity Surface Emitting Laser)
is an important milestone on this way, as it cuts the
price of laserdiodes drastically and brings optical sys-
tems like Fiber To The Home (FTTH) into reality. On the
next pages the main characteristics, some measure-
ment results and modeling of these lasers are shown.
The mathematical method used in modeling is general,
and can be applied in circuit simulation of problems in
other technical fields as well.

VCSEL structure

VCSELs carry the most important structural difference
to conventional edge emitters in their names. The laser
cavity is not a planar, but a vertical structure in the semi-
conductor wafer as shown in Fig. 1. As a consequence,
this laser emits the light vertically to the surface. This is
a very important feature in practice, because for testing
the laser operation cutting of the semiconductor crystal
is not needed as before. The individual lasers can be
tested right after finishing the wafer because cutting of
the semiconductor crystal is no longer needed for test-
ing the laser. Cutting has no effect on the laser oper-
ation and therefore packaging or integration with other
circuit elements is much easier.
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Fig. 1 Vertical structure of VCSELs

The structure of the vertical resonator is significant-
ly different from the planar structure of edge emitters.
The length of the resonator is defined by the thickness
of some semiconductor layers grown on top of one
other, and therefore it cannot be long: it falls into a few
micron range. On such a small distance the round trip
optical gain is small, therefore over 99% reflection is
needed at the mirrors. Such a high value can only be
made by distributed brag reflectors (DBR), which are
formed by growing quarter wavelength thin layers hav-
ing different refractive indeces on one other. To realize
the required reflection, 20-30 layers are needed both
at the bottom and the top. This layer structure is usu-
ally acchieved with molecular beam epitaxy (MBE). The
active region between the mirrors usually consists of
1-2 quantum wells whose thickness is in the 10 nm
range.

The number of layers in the mirrors is determined by
the refractive index difference between the adjacent
layers. The higher the difference, the smaller number of
layers is needed. This is the reason why mostly 850-
980 nm VCSELs are available. These lasers are made
in the GaAlAs material system where sufficient refrac-
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tive index difference can be achieved. This is not the
case with InGaAsP, which is the material system for the
1300 és 1550 nm lasers.

There are some long wavelength VCSELs avail-
able, but this is still an intensive research area because
the single mode fiber transmission systems require this
wavelength. Therefore VCSELs are used mainly in mul-
timode optical transmission systems where the disper-
sion limits the bandwidth seriously. The best wave-
length optimized multimode fibers provide about 0.5
GHz[Km, which is far less than the single mode fiber
capacity. But it is inexpensive and many applications
can work with this limited capacity. The optical bus
can be mentioned as a good example, where several
VCSELs are integrated into an array, therefore their
light is easy to couple into a plastic fiber ribbon cable,
and at the receiver side a Si photodiode array inte-
grated with receiver circuits can detect the intensity at
high speed.

Continuing the structure description, it is important
to mention the transversal (parallel to the surface) prop-
erties. The cavity is a cylinder whose boundary is deter-
mined by the mirrors in the longitudinal direction but not
in the transversal (radial) direction. In the beginning this
boundary was created simply by disk shaped current
injection as in the case of stripe lasers. The complex
refractive index changes significantly where the current
density is very high and this index difference from the
surrounding material created the boundary and con-
fined the optical field into the cavity. In this way only rel-
atively large active diameter can be achieved, there-
fore an insulating oxide window is put into the struc-
ture, as shown also in Fig.1., to enhance the carrier
confinement. In this layer a very small diameter hole
can be realized, which means a very small resonator
radius. The radial size of the cavity is important be-
cause it determines the number of possible transversal
modes in the cavity. The intensity profile of the different
transversal modes can be described by Bessel func-
tions in a cylindrical coordinate system. The modes are
denoted as LP,, ,, where the m and n indices refer to
the number of periods in ¢ and r directions. Fig. 2.
shows some of the lowest order modes in such a cavity.

The small radius and thickness of the active region
causes very low threshold current compared to the
edge emitting lasers. Typical values are less than 1mA
and its variation is also significantly smaller. Another
consequence of the small resonator length is that the
longitudinal modes fall very far from each other in fre-
quency and therefore only one of them can operate in
the laser. Hence, the optical field has one longitudinal
and more transversal modes in VCSELs.

This multiple transverse mode operation serves with
some new interesting effects. The carrier density varies
in space according to the optical field intensity. Where
the intensity of a mode is high, the carrier density
becomes locally low, which is called spatial hole burn-
ing (SHB). The dynamic evolution of these holes has
fundamental effects on the VCSEL's static and dynam-
ic characteristics. This will be explained better by simu-
lation results later in the paper.

Single mode VCSEL can be fabricated by making a
very small diameter oxide window. In this case the cur-
rent density is very high in the cavity, which makes very
high local heating. Because of this thermal problem,
single mode VCSELs usually have small output power
and therefore are not preferred. There are efforts to
overcome this limitation, for example width fabricating
mode selective mirror on the top of the laser. Recently
6mW output optical power was realized this way in a
single mode device [2].

Modulation experiments

In short optical links the direct modulation of lasers
gives the highest dynamic range [3]. In order to find
this dynamic range, experimental investigations of laser
diodes are needed. The bottom of the dynamic range
is determined by noise and the upper limit is deter-
mined by nonlinear distortion.

The main source of noise in an optical link is the
laser while the optical loss is not enough to attenuate
it below the thermal noise in the receiver. This limit is
generally 10dB optical loss in practice [3]. Therefore, in
many cases the dynamic range is determined by the
optical source itself.

The nonlinear distortion is not so im-
portant in digital transmission, but in ana-
log transmission it has significant impor-
tance. The modulation depth cannot be
increased over a limit in order to increase
the signal to noise ratio because the sec-
ond and third order intermodulation distor-
tion (IMD) will degrade the performance.
Cable television is a typical example where
many channels are transmitted at the same
time.

Fig. 2. Intensity mode profile of
some fundamental modes in VCSELs
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This is extremely sensitive for third order intermodu-
lation because with increasing the power in the chan-
nels the third order IMD products increase according to
the third power and rises over the noise level quickly.
Therefore, a usual way to give the dynamic range of a
device is to measure the difference between the output
noise power and the signal power when the third order
IMD product equals with the noise in a two-tone mea-
surement. This parameter is called spurious free dyna-
mic range, SFDR, and its unit is dB/Hz3/2,

Such two-tone SFDR measurements were perfor-
med on conventional 1300 nm edge emitting lasers
and on 850 nm VCSELs. The different operating wave-
lengths did not allow using the same photodiode. On
1300 nm single mode fiber, while on 850 nm multimode
fiber was used. These differences were important be-
cause the same optical reflection level could not be
ensured, which would be important to get consistent
results, because the optical reflection affects the dyna-
mic behavior of semiconductor lasers significantly. One
of the edge emitting lasers was a Fabry-Perot, the other
a DFB type, both fabricated on the same technology
using multiple quantum wells.

The measurement results are shown in Fig. 3., where
the SFDR can be seen versus the modulating frequen-
cy. The main nonlinear effect in lasers is the relaxation
oscillation, and approaching its characteristic frequen-
cy both the noise and the nonlinear distortion increas-
es. Therefore we got decreasing dynamic range with
increasing frequency. This indicates that high relaxa-
tion oscillation frequency can be important even in low-
er frequency applications.

Fig. 3. Measured dynamic range of different lasers
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The optical reflection degrades the modulation per-
formance. Even low level reflection causes increase
and frequency peaking in noise and IMD. Fig. 4. shows
measured results on 1300 nm Fabry-Perot lasers. The
situation with VCSELs is similar but because the oper-
ating wavelength is 850 nm, the solution is more diffi-
cult because isolators for that wavelength are not avail-
able. The measurement showed that approximately 40
dB reflection loss is needed to make the laser operate
near to its maximum dynamic range.
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Fig. 4. Effect of optical reflection on
the laser dynamic range

This could not be ensured in the VCSEL measure-
ments in Fig. 3., therefore the real dynamic range
should be higher than that shown in the diagram.
Higher values are also reported in the literature [4]. In
our case the dynamic range was smaller than the edge
emitter’s, but the measured 95 dB/Hz32 value can be
enough for most applications. For example the
IEEE802.11b standard (wireless LAN) needs 94 dB at
2.5GHz [5], while a generic personal communication
system, PCS, using V4 DQPSK needs 72-83 dB/Hz3/2
at 1900MHz [6].

Modeling of VCSELs

The accurate modeling of VCSELs based on the rate
equations differs from the modeling of edge emitters.
(In homogeneous medium the propagation of light can
be derived by the Maxwell equations. In active medium
containing free carriers the light effects are usually de-
scribed by the rate equations. These can be derived
from the Maxwell equations as well, but can be ob-
tained by heuristics also by investigating the interac-
tions between photons and free carriers. — Editor’s re-
mark)

Because these lasers operate in one longitudinal
but more transversal modes, it is important to take the
spatial processes into account. To simulate the spatial
hole burning, it is essential to know the spatial distribu-
tion of the carrier density.

This means that in the rate equations the carrier
density, in contrast with edge emitting lasers, can not
be a scalar number but a function of space. The spa-
tial distribution of the optical field is also different in the
different modes as it was shown in Fig. 2. Therefore,
the spatial dependence of the optical field also has to
be taken into account. This can be done by writing sep-
arate rate equations for each modes using the modal
gain theorem [7].

Finally, the following rate equations can be written:

dn,(t,r) _i(t,r) n/(tr)
dt q T

v, - g(t,r)-n,(t,r) (1)

e
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de,. N B i )
— =y .0 - 4+ .
dt e 8N T, T,
where n, is the carrier density, f is time, r is the

space vector, i is the pumping current, q is electron
charge, T, is average electron lifetime, v, is group ve-
locity, g is optical gain, n, is photon density, N, ;is the
number of photons in the ith mode, g; is the modal gain
of the ith mode, B is the spontaneous emission factor,
T, is average photon lifetime and N, is the carrier num-
ber in the active region and can be expressed by n,.
g(tr)and g; can be expressed by ng(t.r)and n,(tr), and
ny(t.r) can be obtained from the mode profiles and N, ;
Index imeans that we have as many photon rate equa-
tions as many optical modes are possible. This system
of equations can be solved numerically after discretiza-
tion of space. But it is computationally demanding, so
difficult analyses like intermodulation takes very long
time. Therefore | looked for a solution method, which
does not has this drawback.

Circuit simulators solve systems of differential equa-
tions very efficiently. In addition it is very easy to choose
between different types of analysis such as DC, AC
transient or harmonic balance (for mixing and inter-
modulation) analysis. Therefore, | developed the circuit
equivalent of these equations to simulate the main cha-
racteristics of VCSELs.

The main difficulty to overcome is that in circuit sim-
ulations only time or frequency can be the independent
parameter, but in equations (1) and (2) both time and
space are independent variables. The idea in eliminat-
ing this contradiction is that the optical intensity distrib-
ution of modes (the mode profiles) can be known a pri-
ori and they are not time dependent. The same can be
done with the carrier density, it can be expressed as
a linear combination of a limited series of orthogonal
functions:

n(tr)=3n,; (1) (3)

where ®;(r) are given space functions and n, ; are
their time dependent amplitudes. In this way the spatial

dependence is represented by changing only the amp-
litudes of the different carrier density base functions.
The space vector rcan be changed to a simple radial
coordinate, because the active region is very thin and
therefore the carrier density does not change in vertical
direction. The angular dependence can also be neg-
lected for simplicity.

If the ®;(r) functions are orthogonal, then the elec-
tron equations (1) can be separated to j individual
equations. For that (1) must be multiplied by each ®;(r)
base function and integrated over the active volume. In
the result only time varying amplitudes and space de-
pendent integrals will remain. These integrals depend
only on structural parameters, which are constants,
and therefore these can be calculated in advance, and
then any simulation can be carried out a number of
times.

Doing all the derivations we obtain such a system of
equations which consists of i photon and j electron
equations, and mathematically independent of time:

dN ] N, N, @

T, T,

# = ngZaNp.{Z"e.jgz/ -
J
dn,, 22” o

dt q-B, 1, TcLB I,

v,a-n, 2
- N,.&
nlB, < '

Here g;;and g;; ; constants are the results of spa-
tial integrals which are called overlap integrals as they
refer to the spatial overlap between the ith optical mode
and jth electron distribution function. ¢, are similar con-
stants and B, are normalizing constants. L is the length
of the resonator, I, is the longitudinal confinement fac-
tor, a is the gain constant (differential gain). The equa-
tions must be solved for N, ; and n, ;, which are the
time dependent amplitudes of the predefined distribu-
tion functions.

I, mng,

()

Fig. 5. Equivalent circuit for solving the multimode
VCSEL rate equations
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Carrier diffusion is also very important in VCSELs,
therefore it has to be taken into account in the model.
The electron rate equation, Eq. (1), must be extended
by the term +D[2n(t,r,$), where D is the diffusion con-
stant, [J is the Laplace operator. If the ®;(r) carrier dis-
tribution functions are defined suitably, only the carrier
rate equation will change by adding a -n, y(y,/R)? term.
¥, and R are constants defined by the structure and
material of the laser.

This idea to make the rate equations spatially inde-
pendent can be found first in [8]. Later publications
used this idea as well, but only for more simple cases
and in many cases with not accurate mathematics.

The electrical equivalent of (4) and (5) can be de-
rived as follows. The equations have the form similar to

%
C %= li+1l, + ... (assuming C=1),

which is the Kirchoff equation for a circuit consisting
of one capacitor and several current sources connect-
ed parallel. The photon number and the carrier density
(N, and nJ in the equations) can be represented by
the voltage on the capacitor, and the rates can be rep-
resented by the currents.

Using this idea, the equations can be modeled by
the equivalent circuit network shown in Fig. 5. This elec-
trical network consists of several subcircuits described
above. There are i, 4, Subcircuits for representing the
imax NumMber of photon equations and j,4, subcircuits
representing the j,,.x number of electron equations.
Each circuit contains one capacitor and a number of
voltage controlled current sources equal to the number
of terms on the right side of the equations. These terms
are indicated in Fig. 5 below the generators. In these
definitions the names of currents refer to the physical
process that they represent. lg;,, Is; @and Igi, mean dif-
ferent stimulated emission rate terms, the other names
are obvious. In each subcircuit these currents are dif-
ferent as they are defined by constants having differ-
ent i or J indices. In the expressions P; and n; become
control voltages measured on the capacitors of the
appropriate subcircuits (Vp; and Vny). The input signal
of the electrical network is given by |, which is common
for the current sources defined by Ic;/qdB; in each elec-
tron subcircuit. In the simulation the network is solved
for voltages Vp; and Vny, which represent the number
of photons, P;, in the given mode and the electron
density function amplitudes, n;, respectively.

The method shown above for eliminating spatial de-
pendence and creating the circuit equivalent was app-
lied for VCSEL rate equations. But the principle is ge-
neral and can be used to solve other problems as well.

The validity of the model and the circuit equivalent
were checked by comparison to other models. The
COST 268 action of the European Union had an open
forum for comparing simulation results obtained from
the same input parameters. The physical parameters of
the laser for the following simulations were chosen from
the modeling exercise of the action [9].
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The simulations were done in APLAC, where using
FOR statement arbitrary size ladder network can be
defined in a few rows. The inputs of the simulation are
material constants, parameters of the laser structure
Jmax- From these the g;;and g;; , ¢, és B, constants
are calculated, and then any type and any number of
simulations can be carried out. In the following simula-
tions two optical modes were supposed and j,,,=11
was chosen giving rather accurate results.

Static characteristics, DC analysis

Fig. 6. shows the result of DC simulations in several
bias points sweeping from 0 to 400 pA. It can be seen
that lasing starts at I, = 93 pA with the LPy; mode. As
the optical intensity increases in this mode, a hole is
created in the carrier distribution at r=0, as shown in
Fig. 7. This affects the start of LPy; mode at | = 256 pA.
Fig. 7 also shows that diffusion causes high electron
density outside the r;=3um current aperture, which is
also important in starting the LP,; mode.

Fig. 6. Result of DC simulation, bias current vs.
optical power
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Fig.8. Results of AC simulation
D=1000* (up) and D=1500* (bottom)

Small signal modulation characteristics,
AC analysis

For the AC simulation such a bias point was chosen
where both optical modes were lasing, | = 400 pA.

Fig. 8. shows the small signal modulation response
for each mode and for the total intensity with two dif-
ferent diffusion constants. At low modulating frequency
the LP{; mode has stronger modulation response than
LPy4, which is a consequence of its higher slope effi-
ciency shown by the DC simulation in Fig. 6. At high fre-
quency the opposite becomes true, the LP,; mode has
higher modulation response. The frequency of change
depends on the diffusion constant, D, which deter-
mines how fast the diffusion can follow the modulation.
In case of D= 100004 m2/s the characteristic frequen-
cy is around 700 MHz, while with D = 15304 it is 450
MHz, which means that an increase in D by 3/2 times
decreases the frequency to 2/3. What happens is that
at higher modulation frequencies the LPy; mode can
not gain from the diffusion process and its response to
modulation decreases.

It means that the slope efficiency of the modes,
which can be seen in the DC analysis, change with fre-
quency. The total intensity does not show this change,
because the carriers contribute to the stimulated emis-
sion anyway.
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Distortion, harmonic balance analysis

The most interesting result of the paper is shown in Fig.
9. and 10., which are the results of a single tone har-
monic balance simulation. Up to the fifth harmonics of
the modulating tone (at frequency f,,) was taken into
account, but only the second and third harmonics are
presented as most important in applications of direct
modulated lasers. The amplitude of the modulating
signal was l,;,¢/10, the bias point was 3ly,. In directly
modulated transmission systems the nonlinear behav-
ior causes distortion and intermodulation. The generat-
ed second and third harmonic levels simulated here are
in quantitative connection with the coefficients of the
laser nonlinear characteristic and hence, have special
importance.

The curves show that the laser nonlinearity increas-
es toward the relaxation oscillation frequency in agree-
ment with theory. It can also be seen that diffusion
affects the higher order harmonics similar to the way it
affects the fundamental one. The modulation response
for f,, agrees with the result of the small signal (AC)
analyses in Fig. 8.

Fig. 9. Harmonic balance simulation, harmonics level
vs. modulating frequency
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As the modulating frequency becomes higher than
approximately 700 Mhz, the LP4 response decreases
in all higher order harmonics as well. This can be impor-
tant in analog application of VCSELs because external
reflectivity such as a coupling fiber or a photodetector
surface can enhance one mode causing the modula-
tion proprieties to change severely. These diffusion
induced modes should be avoided in properly de-
signed VCSELSs. A low optical reflection environment is
needed even when these modes exist with low optical
power.

Interesting observation can be done by analyzing
the numbers. The curves of the second harmonic (2f,,)
in Fig.10. start from -40dB, while in Fig. 9, where the
sum of the two modes can be seen, from -60dB. This
means that the intensity of the two modes at the sec-
ond harmonic are in antiphase.

Similar can be found at the third harmonic, and the
opposite is true for the first harmonic (at the modulating
frequency). This phenomena disappears above the
characteristic frequency of diffusion, and the harmonic
level, or distortion, increases. Between the two regions
a deep notch can be seen in the third harmonic curve
of LPy4, which is denoted to the antiphase behavior of
the two main nonlinear processes, the SHB and the
relaxation oscillation [10]. This effect is a bit different
with the LPy; mode, and therefore it appears attenuat-
ed in the total optical intensity.

Conclusion

The basic properties and characteristics of VCSELs
were introduced. The evaluation of measurement re-
sults showed that these lasers can have good per-
formance even in demanding communication applica-
tions.

A novel equivalent circuit for modeling multiple
transversal mode behavior in VCSELs was also pre-
sented. Using simulation results, the effect of spatial
hole burning and carrier diffusion on the static and
dynamic characteristics were shown. The different mo-
des have different linear and nonlinear modulation pro-
perties which can cause problems with mode selective
optical devices.
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Semiconductor Optical Amplifiers (SOA) offer several possible solutions for wavelength conversion in the optical domain. In
this paper different possible solutions are compared, pointing out the advantages and disadvantages of each. Then a simple
and at the same time most promising method, the Cross-Gain Modulation (XGM) is investigated through performance mea-

surement results.
Introduction

The main functions of optical telecommunication net-
works are the multiplexing and the routing of the infor-
mation channels. The most widespread solution for
optical networking is represented by the WDM (Wave-
length Division Multiplexed) networks.

In these networks, channels can be separated and
handled according to their wavelength, so that they can
be transmitted through the same optical fiber. Connec-
tions can be simply point-to-point, but also complex net-
work hierarchies can be built. In the second case it is
essential, that for easy channel routing and to avoid
wavelength collision at any point of the network, to
make wavelength conversion possible at each node of
the network, in order to transmit the same channel at
different wavelengths on different links of the transmis-
sion route.

Nowadays the applied devices for wavelength con-
version purposes are optoelectronic units. This means
that the device converts the optical signal to the elec-
trical domain — also regenerates it —, and retransmit it on
an other wavelength. The advantages of this devices,
that their technology is mature and they are available
for trial use. But in optical networking aspect the long-
term disadvantages of them is the opto-electronic con-
version, which limits the possible operation speed (due
to physical properties) and makes the device depen-
dent on the signal coding scheme (not transparent for
optical signals).

The main efforts in optical researches are therefore
focused on fransparent optical solutions. Though these
solutions are mostly available only in laboratory envi-
ronment, the possible performance of these devices
according to the demonstrated results are really promis-
ing [1,2]. In the first part of this article we give an
overview of the state-of-the-art of wavelength conver-
sion using semiconductor optical amplifiers (SOA), than
one of the possible methods is presented in details and
investigated through measurement results.
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Wavelength conversion methods

Wavelength converters should meet several require-
ments. They should operate at the 10 to 100 GHz
range or even higher, and in order to build long-haul
connections they should be cascadable. Further need
is the low complexity of the device, high output power
and fast tunability.

Optical gating methods

With this overall name we refer to those all-optical
methods, where the new wavelength continuous wave
(CW) signal is provided by an external source, and
another device is applied to modulate the intensity of
this signal according to the incoming optical information
signal. The most typical solutions from this category are
shown in the next subsection.

As it is widely known, in semiconductor optical ampli-
fiers the key physical phenomenon is the population
inversion, in other words the carrier density on the high-
er energy level in the active region. This carrier density
is provided by external electrical pump. This population
inversion gives the optical amplification in the amplifier
due to stimulated emission. But through the manipula-
tion of the carrier density by an optical signal (due to
gain saturation process) it can also be applied for wave-
length conversion.

The following methods use the device in this way.

Cross-gain modulation (XGM)

In this case the basis of the wavelength conversion
is the gain saturation itself. The external pump source
has a constant pump rate, and so the output power of
the SOA is also limited. Therefore there is a limit in the
incident optical power of the information signal, called
the saturation power, until the SOA provides constant
gain, above it the gain will significantly decrease. As the
material is homogenous, the SOA will saturate at the
whole operation wavelength spectrum, so that the
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same gain variation will be for the CW signal at the new
wavelength. In this way the CW signal will be modulat-
ed according to the input optical signal. The block
scheme of the device is shown in Fig. 1/a.

The gain of the SOA is inversely proportional to the
intensity of the incoming signal, thus it will work as an
external modulator for the CW signal [3,4,5].

The advantages of this method are the simplicity of
the device and the high transfer speed (approximately
100 GHz, limited by the carrier recovery time). But there
are also some disadvantages. The input optical signal
power should be high enough to saturate the SOA, a
tuneable optical filter is needed in order to suppress
the old wavelength, and the device inverts the signal

Fig. 1. Wavelenght converter schemes
a) XGM
b) XPM Mach-Zender interferometer
c¢) XPM Michelson interferometer
d) Wave mixing

levels (however the last two features can be avoided
by special arrangements). And last but not least, this
method is only suitable for conversion of intensity mo-
dulated signals, as the phase information is lost during
the process. We investigate this method in details later
in this article.

Cross-Phase Modulation (XPM)

Placing two SOAs in the arms of an interferometer,
it can also work as a wavelength converter. The CW
signal at the new wavelength is transmitted into both
arms, and the information signal to one of them. The
intensity modulation of the information signal will lead
to variation in the carrier density, and in the same time
in the refractive index. The variation of the refractive
index will result in variation in propagation time, which
gives a phase difference between the two arms. This
phase modulation can be converted to intensity modu-
lation by an interferometer structure. Typically a Mach-
Zender (Fig. 1/b.) or a Michaleson-interferome-
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ter (Fig. 1/c.) is used.

Compared to the XGM this interferometric
scheme provides signal quality improvement. A
stable operation can be achieved by integrat-
ing the interferometer to a single semiconduc-
tor chip, so that the two SOAs can operate at
same conditions [6,7,8,9].

The possible operation speed is around
100 GHz, but 168 GHz has also been demon-
strated.

Cross-polarisation Modulation (XPolM)

Wavelength conversion can be achieved
through changing the polarisation of the CW

> signal at the new wavelength [10].

In this case we utilise a polarisation beam
splitter (PBS), and its capability to filter optical
signals according to their polarisation state.
First the CW signal is transmitted through a
SOA and adjusted to a PBS, so that the whole
signal is transmitted through the system. Than
the intensity modulated information wave-
length is also transmitted into the SOA, and
due to it birefringence the intensity variation will
cause a polarisation rotation on the CW signal.
This polarisation modulation will be converted
into intensity modulation by the PBS.

The main advantage of this method is the
high achievable extinction ratio, but the com-
plexity of the device makes its application prob-
lematic.

Wave mixing

The earlier mentioned all-optical and trans-
parent optical transmissions are not synonyms
to each other. The gating methods are not
transparent solution, as the only preserve the
intensity information of the signal.
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In this case we utilise the nonlinear behaviour of the
SOAs, and the new wavelength signal is produced as
the nonlinear combination of the input signals. Thus, if
any of the input signals contains intensity, phase or
polarisation modulation, it will be represented in the
output signal. In this way, wave mixing is the only me-
thod with transparent optical properties, because all
the optical properties of the information signal are
unchanged during the conversion.

According to the number of the input signals there
is four-wave mixing (FWM), three-wave mixing (TWM)
and difference frequency generation (DFG), depending
which order of nonlinearity is utilised.

In addition to transparency wave mixing is the only
method which allows parallel conversion of more than
one channel and capable for operating over 100 GHz.
But on the other hand the optical nonlinear efficiency
is very low, thus the implementation of this converters
is complicated.

Investigation of XGM

stant gain. The saturation power is defined by the
3 dB threshold, which is also shown in the figure. The
maximum output power can also be estimated accord-
ing to the figure.

As a normal amplifier constant gain for all intensities
is preferred, for linearity reasons. But in our case it is
desired to have big variation in the gain value due to
the variation of the input optical signal, in order to have
high extinction ratio. The low value of the saturation
power is also advantageous, so that signals with low
intensity can also be converted. This can be influenced
by the material and the layer construction of the ampli-
fier.

Extinction ratio measurements

Besides several interesting parameters extinction
ratio is the most important one, as it highly determines
the quality of the converted signal. Extinction ratio is
defined by the quotient of the maximum and minimum

Fig. 2.
a) Gain saturation

After the general overview we investi-
gate the most promising method of
wavelength conversion, the cross-gain

Gain saturation {(SQW 1500 SOA; 175 mA)

modulation. We studied XGM through
simulation and measurements, and
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optical signal power, and it depends on the maximal
achievable gain variation due to saturation. Measured
extinction ratio versus the wavelength

The wavelength dependence clearly comes from
the band structure, and the broadening of the energy
levels in the semiconductor crystal. The measured
device was designed to operate over the WDM wave-
length range, and provides sufficient extinction ratio
over the whole range. The maximal value for extinction
was measured on the wavelength of 1582 nm and it
was over 30 dB.

The operation speed is depends on the carrier
recovery lifetime in the active region of the SOA. The
typical value for this is around 1 ps, which allows oper-
ation up to 100 GHz. This, compared to the electrical
devices, which are estimated to be limited at 40 GHz
due to physical reasons, means that cross-gain modu-
lation can be used for broadband telecommunication
applications in the future.

Conclusions

Wavelength conversion using semiconductor optical
amplifiers is one of the most intensively developing
topic of optical telecommunication research. As it was
shown, several approaches exist, with advantages and
disadvantages. Up to the present matured, commer-
cially available solutions are represented only by opto-
electronic devices, but in long terms the increasing
bandwidth requirements can be fulfilled only using all-
optical, or rather optically transparent devices. Which
method will be the winner? Device fabrication prices
and market demands will decide.
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One of the key questions of our world is the energy-supply of the people while protecting the environment suitable for life.
One solution for this problem is the use of renewable energy sources. In Hungary the share of this energy amounts to only a
few percents of the total energy-supply. While the using of the biomass and the geothermal springs are only near-term solu-
tions, for long-term the utilizing of solar and wind energy has to be considered.

1. Introduction

The advantages of the solar energy are:

* In practice it is available without limits;

* Using this energy we can save fossile

energy-sources for other needful applications;

» Environment-friendly,

it does not contribute to global warming.

Photovoltaic systems convert directly the radiance
of the Sun to electric power by solar cells, therefore
they are very attractive energy sources, because they
do not generate any pollution during operation. Their
lifetime can be as long as 20-30 years and they need
very little maintenance that consists of almost only
keeping their surface clean.

For crystalline and multicrystalline silicon solar cells
one research trend of the current is to prepare the front
side contacts such way that optimizes the solar cell
parameters. The main problem is the following. For the
best solar cell parameters a low doped and shallow (so
with high square resistivity) n-type silicon layer is ne-
cessary on the top of a p-type layer, altough on such
layer we cannot prepare a good ohmic metal contact.
For a good ohmic contact a highly doped and deeper
(so with low sqgare resistivity) n-type layer is required.

One solution for this problem is the use of selective
emitter instead of homogeneous emitter. This metal-
lization technology creates a highly doped layer under
the contact, and a low-doped layer between the con-
tacts, so both requirements are satisfied, and the effi-
ciency of the solar cells increases as compared to the
ones with homogeneous emitter.

Today for commercial crystalline and multicrystalline
solar cells the manufacturers are using the screen print-
ing technology for metallization, because it is simple
and cheap. An important research trend is the improv-
ing and optimizing of this or other inexpensive tech-
nologies to make the production of solar cells more and
more cheap. Hence it is worthwile to use this technolo-
gy also for solar cell prototypes for research aimed as
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increasing the efficiency so that both research trends
could achieve the aims after a successful cell improve-
ment.

In this article after a short explaining of the basic
terms in this section, we look on the theory of selective
emitter and its realized technologies in the 2nd section,
and in the 3rd section we examine the theory and real-
ization of the self-doping metallization technology.

Basics [2,3]

Before the detailed exposition of the technologies
of selective emitter we review the basic terms used in
connection with solar cells (parameters, coatings, crys-
talline structure).

Parameters:

AMO, AM1 and AM1.5: the intensity of solar radia-
tion in free space (Air Mass 0, AMO) is 1353 W/m2 on
the average with a special irradiance spectrum. Assum-
ing one air mass at perpendicular incidence (AM1) a
weaker irradiance power density reaches the surface of
the Earth (925 W/m2), because the molecules of the air
filter the spectrum of the solar radiation. In case of a
not perpendicular incidence, the air mass is bigger for
the radiation, so the power density is less, e. g. at 45
degree incidence (AM1.5) it is about 844 W/m2. How-
ever there is also an indirect (diffuse) radiation on the
Earth because of the photons scattered by the mole-
cules of the air. This increases the AM1.5 intensity to
about 970 W/m2, which is a good approximation for the
usual terrestrial applications. For characterizations of
solar cells the AM1.5 irradiance spectrum normalized to
1 kW/mz2 is used.

Short-circuit current density (Jsc): the short-circuit
current of the illuminated solar cell (it belongs to V=0 V
voltage) gives the maximum current in the device, be-
cause in practice it is equal to the current generated by
the light (ls.= -1, where I is the light generated cur-
rent). Because the current depends on the surface
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area, the current density is used instead of it (J =I5 /A,
where A is the surface area). In addition it depends on
the solar spectrum, the intensity of the light (the num-
ber of the incident photons), the efficiency of the cur-
rent collection, and the optical parameters. In silicon
solar cells the maximum available short circuit current
density at AM1.5 spectrum is 46 mA/cmz2.

Open circuit voltage (V,): it is the maximum avail-
able voltage in the solar cells (it belongs to 1=0 A cur-
rent). Its value is:

V.. =V;In(1+ I—L) =V; lnI—L
IO IO

where V7 is the thermal voltage that is constant for
a given temperature, |, is the saturation current. The
open circuit voltage depends mainly on the saturation
current of the device, because it can vary within sever-
al orders, and to a smaller degree it depends also on
the light generated current (I,). Hence |, depends on
the recombination mechanism, we can say V, . charac-
terizes the recombination. The highest value that has
ever been measured on silicon solar cells is 720 mV at
one sun intensity, AM1.5 spectrum and room tempera-
ture.

Fill factor (FF): this is the ratio of the maximum deliv-
ered power (P,,=V,l,) and the product of the open cir-
cuit voltage and the short circuit current (the maximum
available values) at a given illumination, so it charac-
terizes the maximum power we can extract from a solar
cell:

It can be calculated theoretically, but in fact it used
to be a smaller number because of the parasitic resis-
tances, so usually it is measured for a real solar cell. Its
value depends mainly on the operating point, the open
circuit voltage, and the recombination rate of the cell,
so it depends on the the structural quality of the de-
vice. The greater the recombination rate, the less the
FF and the V,,. Because the V,, does not change
much in a material system it affects the FF to a small
degree. The theoretical value of FF that belongs to the
highest V,, ever reached in a Si solar cell is about 0.85.

Efficiency: the ratio of the maximum delivered power
and the power carried by the incoming photons: n =
P../Pype- For a given material system, its value depends
on the temperature of the solar cell, the solar spectrum
and intensity of the incident light, and the technologi-
cal and material properties of the solar cell structure.
Hence for the measurement of the efficiency a stan-
dardized light source is used (with one sun intensity
and normalized AM1.5 spectrum), and a constant room
temperature (25°C) is ensured.

Sheet resistivity: for the top emitter layer of the solar
cells, the resistivity as well as the thickness of the layer
is often unknown or hard to be measured. However, a
value known as the ,sheet resistivity”, which depends
on both the resistivity and the thickness, can be easily
measured using a ,four point probe” for the top surface
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n-type layer. For a uniformly doped layer, the sheet re-
sistivity is defined as: P, = P/t, where r is the resistivity
of the layer, and t is the thickness of the layer. The sheet
resistivity is increasing by the increasing of the resis-
tance of the layer (so by the decreasing of the doping),
and by the decreasing of the thickness of the layer.

The sheet resistivity of the top
emitter layer is very easy to
measure using a " four pont
probe". A current is passed through
the outer probes and induces a I I I I
voltage in the inner probes. The
junction between the n and p -type
materials behaves as an insulating
layer. The cell must be kept in the
dark.

Using the voltage and current
readings from the probe:

Q TV
Pl e ) 2T “

Internal quantum efficiency (IQE): The quantum effi-
ciency (Q.E.) is the ratio of the number of carriers gene-
rated by the solar cell to the number of photons of a
given energy incident on the solar cell, as a function of
wavelength or as energy. Internal quantum efficiency
refers to the efficiency with which photons that are not
reflected or transmitted out of the cell can generate col-
lectable carriers. The QE curve caracterizes well the ma-
terial parameters of the solar cells (surface recombina-
tion, bulk diffusion length, etc.)

Four point probe ‘

Coatings:

Surface passivating layer: It is a transparent dielec-
tric layer grown on the top surface of silicon, which has
an appropriate material stucture for reducing the num-
ber of dangling silicon bonds and defects at the top
surface, so the surface recombination velocity of the
carriers decreases. The passivation effect can be in-
creased further by bulk passivation using hydrogena-
tion in the Si bulk to reduce bulk defects by hydrogen.

Anti-reflection coating (ARC): It is a transparent in-
sulator layer with an appropriate thickness that increas-
es the efficiency of the solar cell by reducing the pho-
ton reflection of the surface, optimized for a wave-
length of 0.6 uym since it is close to the peak power
density of the solar spectrum. Using a special material
for it (e.g. SiO,, SiN,) this layer can also function as a
passivating layer. The efficiency can be increased fur-
ther by surface texturing that causes a mat surface.
The increased area and the structured surface results
in increased photon absorption and decreased reflec-
tion.

Crystalline structure:

Single crystalline Si (Cz-Si, FZ-Si): Solar cells need
good quality and cheap bulk material with few crys-
talline defects so the minority carrier lifetime (and the
diffusion length) can be fairly long to have a high prob-
ability for the generated carriers to reach the contacts.
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Such quality single crystalline solar cell with silicon bulk
material can reach an efficiency greater than 20%. In
this case the whole Si wafer is a single crystal with the
same crystalline orientation and overall structure. The
manufacture of the silicon wafer needs high tempera-
ture, long time and good care, so its price is accordingly
high. Cz-Si stands for Czochralski manufacturing pro-
cess, and FZ for floating zone process. Cz-Si bulk ma-
terial contains relatively high oxygen and carbon cont-
amination levels that can decrease the bulk minority
carrier lifetime, moreover the oxygen activates at high
temperatures so this wafer is more sensitive to high
temperature processing. The FZ-Si contains much less
oxygen and carbon contamination levels so the minor-
ity carrier lifetime is of the order of millisecs. However
this better quality bulk material is more expensive than
Cz-Si.

Multicrystalline Si (me-Si): The high cost of good qua-
lity single crystalline silicon materials were strong moti-
vation to the utilizing of multicrystalline semiconductor
bulk materials. In multicrystalline bulk material each crys-
talline grain has a crystalline structure, but each of their
orientation is different. Other handicap of the multicrys-
talline material is the high defect density at the grain
boundaries that decreases the minority carrier lifetime
by increasing the local recombination rate, leading to
a lower efficiency. On the other hand it is easier and
cheaper to manufacture it. The handicaps decrease if
the grain sizes are bigger than the diffusion length, so
minimum a few millimeter. It is important that no grain
boundary is allowable in parallel with the surface so the
current does not have to flow through it. We can satis-
fy this requirement if the usual grain size is bigger than
the thickness of the wafer.

2. Technology of the selective emitter
Theory [1,4,5,6,7]

The optimal emitter of the silicon solar cells with ho-
mogeneous emitter is a result of a compromise of the
requirements of low dark current and low contact resis-
tance. For passivated surface emitter the surface do-
pant concentration must be below 1020 cm3 and the
emitter must be shallow to keep the dark current (emit-
ter saturation current density, Jy) low. However for a
sufficient contact (where the surface thus has no pas-
sivation), especially for a screen-printed contact the sur-
face dopant concentration must be higher than 1019-
1020 cm-3 for n-type silicon and 1017 cm-3 for p-type sil-
icon, and the emitter must be relatively thick (>0.3 pm).
Therefore the homogeneous emitter needs such high
suface dopant concentration and emitter thickness (so
0.3-0.4 pym), but this makes the surface passivation
almost impossible.

We must also note that for increasing dopant con-
centration the surface state (interface trap) density, N;;
increases, so the recombination increases, too.
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The overall series resistivity of the cell, including the
effects of the interfaces and the electrode materials,
has to be lower than 1 Qcmz2, and the maximum of the
contact resistance is 10mQcm2 in it by practice. On the
basis of modelling and experiments for a non-screen-
printed contact the optimal homogeneous emitter has
a sheet resistivity of 60 Q/a, a doping of 2x1019 cm-3,
and a depth of 1,4 mm. For a screen-printed Ag con-
tact the sheet resistivity of the emitter has to be lower
than 45 Q/s for an acceptable contact resistivity and a
FF of not less than 70%. However such a highly doped
homogeneous emitter decreases the response to short
wavelength photons because of the high doping ef-
fects and the high recombination velocity that cannot
be decreased sufficiently even by surface passivation.

The selective emitter, which has a high doping just
under the metallization, can afford sheet resistivities
even 70-200 Q/c between the contacts. Therefore the
high doping effect in the emitter decreases, and good
ohmic contact and high FF can be realized with low dark
current and good carrier collection yield. In this case
the surface of the solar cell can be well passivated bet-
ween the metal contacts, and the emitter under the
metallization is less critical for firing through by the con-
tact. Note that for the same emitter sheet resistivity the
deeper and less doped emitter causes less loss in the
photogenerated current density than the shallower and
higher doped emitter.

On the basis of a theoretical model [6] the emitter
surface doping concentration under the contacts (where
the surface recombination was considered as infinite) is
optimally 1020 cm-3, and its depth is 3-10 pm, and the
doping profile has to be decreased persistently inside
the substrate. However for the illuminated areas the sur-
face doping concentration is ideally 1018-1019 cm=3 con-
stantly until a depth of 0,2-0,4 pm, where it has to be
decreased abruptly.

The metallization of the silicon solar cells is a critical
factor for the set of the overall electric and physical pro-
perties. The metallization can be a thin layer film (e.g.
sputtering, vaporization) or thick layer (e.g. screen print-
ing, stencil printing). The thick layer metallization tech-
nology is cheaper so it is often used for commercial and
research manufacturing.

The thick layer metallization for the crystalline solar
cells is used for realize the electric contacts and to as-
sist the photocurrent collection. Advantages are the
high photocurrent density, the low contact resistivity,
relatively low line resistance, relatively good line resolu-
tion (50-100pm linewidth can be achieved), good sol-
derability, adhesion and chemical strength, as well as
the high productivity through the simple, quick and cheap
technology. However the disadvantages compared to
other techniques are the higher line resistance of the
contacts caused by lower aspect ratio and higher resis-
tivity of the paste material, and the higher contact resis-
tance. The contact pattern is printed in one sweep of
the squeegee, no vacuum or photolithography requi-
red for the metallization. The source of the problems is
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the paste firing as its temperature is usualy in the range
of 400-1000°C, and it is important that the contact me-
tal must not penetrate the diffused layer too deeply.
We can ensure this by firing the paste with the lowest
possible temperature and duration. Hence nowadays
the rapid thermal processing (RTP) technology is often
used.

The interdigitated back contact (IBC) cell structure is
simple and cheap, however it gives high effeciency.

Both of its positive and negative electrodes are on
the back side of the cell, so on the illuminated side the
contact metal does not overshadow the cell. On the
front side only a very shallow and low doped homoge-
neous diffusion (for n-type substrate the optimal sur-
face phosphorous doping is 1018 cm-3) ensures the bet-
ter surface properties. However on the back side there
are also the n-type and p-type contacts, so in this case
the local doping and hence the selective emitter is in-
evitable.

Realizations

Today in the industrial manufacturing of crystalline
solar cells with homogeneous emitter conveyor belt
systems are often used for the emitter diffusion (clean-
ing, screen printing, drying, annealing furnace etc.) [8].
In this process flow the diffusion source on the textured
side of the p-type Si substrate is typically a sprayed or
spinned on liquid containing phosphorous, or a screen-
printed phosphorous paste. In the following drying step
all solvents and organic components are evaporated or
burned out of the doping source material. The wafers
are further transported on the belt into a multizone fur-
nace, where the appropriate emitter is made in temper-
atures typically above 900°C. Here the phosphorous
diffuse into the substrate from the doping source. After
that a passivating and antireflection layer is deposited
on the surface followed by the screen printing of the
metal contacts, and a subsequent drying and firing pro-
cess (in 900°C). Lately instead of furnaces a conveyor
belt system rapid thermal annealer is used, where the
diffusion can be decreased to seconds.

The selective emitter structure was created in many
ways. These technologies basically have two types: tech-
nologies that need scheme aligning, and self-aligning
technologies. The scheme aligning process is more dif-
ficult, so it is more expensive. In case of aligning met-
allization to the underlying diffusion the misaligning is
critical because if the metallization overlies from the
highly doped area to the weakly doped area, the dark
current of the device will increase and the contact resis-
tance will be worse. It can also happen in this case that
the metal get into until the p-n junction so it can short-
circuit the whole cell. To avoid this the scheme of the
highly doped diffusion has to be larger with the scale of
misaligning error (for screen printing it is 1-2 pm, for
photolitography it is much less). However in this case
the dark current increases, and a dead layer formes
where the highly doped area overlies the metallization.
Furthermore in case of the laser overdoping technolo-
gy (see IV.) the manufacturing cost is increased by the
longer use of laser. In case of the etch-back technolo-
gy (see Il.) a dead layer also formes when the etch pro-
tective layer must be screen-printed aligned to the met-
allization. However in this item the most significant pro-
cesses are grouped by the manufacturing techniques.
Table shows us the published properties of the men-
tioned selective emitter solar cells.

l.) The double diffusion technique with photolitogra-
phy is used for high efficiency cells, because you
can reach the finest scheme resolutions with it,
however it is the most expensive solution. The
other techniges (ll.-V.) try to make this original
technique cheaper, simpler and however able to
produce still good quality selective emitter solar
cells.

a) In the original technique an oxide mask layer is
applied on the surface. This oxide is removed by photo-
litography where the contact areas are designed (app-
lying the emulsion layer, drying, exposing through a
photolitography mask, developing, firing, oxide etching
on the opened areas, etching the emulsion from the
remained oxide) followed by the forming of the highly

# Cr. Aera Text. H2 passiv. ARC Bulk res. | N. f. emit. Contact Efficiency
1 FZ | 4cm? yes no SiO, SiO, n/a n/a sput. or evap. 22,8 %
2 FZ | 4cm? yes no Sio, Sio, n/a n/a sput. or evap. 24,4 % Table
3 1 cm? .a. Sio Sio / / t. . 19,8 %
me em yes na e e a na Sput. or evap Reading of abbreviations:
4 c n.a. no no SiN, SiNy n/a n/a screen-printed 13,2 % Cr.: crystalline type of
5 Cz |100cm? | yes no yes nincs 1 Wem 70 /00 sp. or e.buried 12,8 % substrate
- - - FZ — Floating Zone,
6 Fz n. a. no no SiO, SiNy 1 Wem 80 /O sp. or e.buried | 14,26 % Cz — Czochralski
7 mc n.a. n/a n/a yes TiO, n/a 60 /O screen-printed 12,8 % ¢ — single crystalline,
> - unknown type,
8 mc | 25cm no yes no porSi n/a 100 /O sputtered 141 % me - multicrystalline
9 mc | 130 cm? no yes yes yes n/a 100 /O screen-printed 13,1 % Text.: textured,
10 Cz |100cm? | yes no SiNcH | SiNgH n/a n/a screen-printed 17,3 % H2: hydrogenated,
11 mc | 100 cm? n/a no SiN,:H SiN,:H n/a n/a screen-printed 15,3 % passiv.. passtvalted, .
ARC: antireflection coating,
12 Cz | 25cm? yes no no no n/a 130 /O screen-printed 13,05 % Bulk res.: bulk resistivity,
13 Cz 90 cm? yes yes yes yes 10 Wem n/a screen-printed 18% N.c. emit.: sheet resistivity
14 mc | 100cm? | yes yes yes kétrétegl | 1 Wem n/a screen-printed 16,9 % Z;r;tc;te;:ontacted
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doped areas by a conventional diffusion step. Then
subsequent openings etched in the oxide by a photoli-
tography step again, where the weakly doped areas
are formed by diffusion, followed by etching the whole
oxide layer. Then the passivation and antireflection
oxide layer is formed, which is etched on the contact
areas by a subsequent photolitography process. Here
the metal contact layer is deposited followed by the
forming of the contact scheme (perhaps by photolitog-
raphy again). This technology was used for creating
the selective emitter for the known highest efficiency
crystalline Si solar cells (PERC — Table, line 1 [9], and
PERL cells — lines 2-3 [10]). Note that each oxide de-
position needs temperatures about 1000°C that increa-
ses the production cost. Another disadvantage is that
two separate diffusion step needed that complicates
the process. The long and high temperature annealing
needed for highly doping can degrade the quality of
the substrate. Further disadvantages come from multi-
ple scheme aligning.

finger  "inverted pyramids"
\ /
; /

+ -silicom .+ p*
pt P p s
I ]

| = N
rear contact oxide

The structure of the PERL cell

b) PIllI-diffusion with photolitography [11]. First the
starting deep and highly doped homogeneous emitter
is etched entirely in the uncontacted areas by photoli-
tography process. Then a shallow emitter formed by
PIlIl (plasma immersion ion implantation) diffusion on
the entire front surface followed by the aligned screen
printing and firing (950°C, 1 minute) of the contact pas-
te, so it also activates the implantation (Table, line 4).
This technige is simpler, needs only one photolitogra-
phy mask to form the selective emitter, so it is quicker,
while even fine scheme resolution can be achieved.
Furthermore the metallization is located higher than the
illuminated surface, thus in case of good aligning the
overlapping of the metallization to the illuminated
weakly doped emitter has less probability.However this
technology is even relatively complicated, the metalli-
sation is aligned, and there is a possibility that the emit-
ter under the contacts does not join the illuminated
emitter that can block current collecting.

c) A simpler double diffusion technique: after the
mask deposition the highly doped emitter formed in the
area of the contacts, and after the mask etching a weak
doping is made on the whole surface (Table, line 5 [12]).
Its advantage compared to the previous process is the
eliminating of the emitter etch step.
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d) A more simpler technique is the following. The
starting weakly doped homogeneous emitter is mas-
ked, then the highly doped emitter formed on the con-
tact scheme area by this mask (Table, line 6 [13]). Its
advantage compared to the previous technique is that
the mask layer does not need to be etched if it has fur-
ther functions (e.g. using SiN, it can also serve as pas-
sivating layer and ARC). Fine resolution can be also
achieved. Disadvantages are the need for metallization
align, the relatively complicated technology (double dif-
fusion), thus it is not suitable for mass production.

Il.) Etch-back techniques are based on the selective
etching of the homogeneous emitter using the
metallization scheme to form a selective emitter.
The top layer of the emitter with high surface dop-
ing density is etched between the contacts, so
the emitter becomes thinner and the surface dop-
ing density becomes lower a little, so the sheet
resistivity of the emitter becomes higher. Further-
more the metallization rises from the level of the
illuminated surface so the overlap of the contacts
to the etched emitter, and so the increasing of the
contact resistivity and the dark current can be
avoided easier. The etch-back process is usually
time consuming and it is hard to control it, be-
cause the thickness of the highly doped layer is
usually about 0,3 pm, and if the n+ layer remains
due to the imperfect etching, then the power de-
creases.

a) A simple etch-back technology described as fol-
lows [14]. An n++-type front side homogeneous emitter
(16-20 Q/o) formed in a p-type Si from a screen-printed
diffusion source followed by screen printing and firing
(720°C) the back side metallization (Ag-Al) and screen
printing and firing (645°C) the front side silver paste.
After that a polymer protective layer screen-printed and
dried (150°C) that protects the contacts against the
influence of the etching liquid. Between the protected
metal contacts the emitter etched-back by the HF/HNO;
liquid until it reaches the appropriate sheet resistivity.
With such a solar cell (Table, line 7) 0,5-1% absolute
efficiency improvement can be showed compared to
the conventional homogeneous emitter cell with 40 Q/s
sheet resistivity. This technology is relatively simple, a
little quicker than the previous ones and needs low
temperatures. However the protective layer of the con-
tacts has to be aligned to the metallization, but we can
optimize the size of it if we know the width of the under-
etching. Another drawback is that the etching of the
liquid is hard to set accurately so the reproducibility is
lower.

b) The porous Si etch-back technige uses that dur-
ing the porous Si formation the emitter is etched-back,
and as the porous Si also acts as an ARC and passi-
vating layer, no further layers needed. With appropriate
etching liquid the texturing also creatable in the mean-
while (line 8 [15,16]). This is a very simple technique for
making a solar cell, it is quick and cheap, and needs
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minimum of annealings and
materials. It can be a dis-
advantage that the porous
Si scatters the light inside
the cell, so an amount of
the photons gets in the
highly doped emitter under
the metallization, where the
recombination probability is
higher. In case of screen-
printed contacts a further
drawback is the weak etch-
ing of the metallization and
S the underlying Si surface
due to the HF contained
electrochemical etching, so
the contacts become more
fragile and their contact re-
sistivity increases, thus the
FF decreases. In case of
sputtered metal contacts
the etching does not degrade the quality of the contact
and the FF, and so it becomes a self aligned process,
however it is a more expensive and slower technique.

¢) Another possibility is the self-aligned plasma etch-
back technique, where the screen-printed metallization
is the mask layer. The highly doped homogeneous
emitter between the contacts is thinned by plasma et-
ching (RIE, using SF;) [17]. A 0,35% avarage absolute
efficiency improvement was reached with such a solar
cell made by conveyor belt technique (Table, line 9)
compared to cells with homogeneous emitter. The high-
est power can be achieved by etching about 90 nm Si
layer (in case of p-type Cz-Si substrate) [18]. Its ad-
vance is the self-aligning, furthermore the series resis-
tance and the bulk recombination decreases, thus the
FF increases due to the plasma process.

1. Heavy phosphorus diffusion

Confacts ne-Si

2 Metallization

Contacts Porous Si n*-Si

3. Porous silicom formation

Process of etchback
selective emitter
formed by porous Si

lll.) With the following methods we can form the dif-
ferently doped areas in one high temperature an-
nealing step thus the manufacturing time and
cost decreases.

a) Using a diffusion barrier for the diffusion (100-
1000 nm thick SiO,) much phosphorous gets into the
silicon through the opened windows of the oxide, and
few phosphorous gets through the oxide barrier form-
ing weakly doped and shallow emitter there [19]. Vary-
ing the properties of the diffusion barrier (thickness,
permeability, doping)
the doping rate of the
underlying Si can be
controlled, however it
is relatively hard to
set it accurately. Using
SiO, paste for creat-
ing the barrier the con-
centration of the SiO,
also influences the
emitter doping.

Selective emitter created by
phosphorous diffusion through
diffusion barrier

Phosphorous diffusion
——l_—l s barrier

Silicon wafer

26

b) By doping the oxide layer, the technique be-
comes the following: a highly phosphorous doped SiO,
(PSG) deposited on the whole surface is etched bet-
ween the contact areas with the help of a screen-print-
ed mask layer followed by the etching of the mask layer
and a subsequent deposition of a weakly phosphorous
doped PSG on the whole surface. Then a rapid ther-
mal heating (1000°C, 45 s) realizes the phosphorous
diffusion. After that the metal paste screen-printed with
aligning and fired (Table, lines 10-11 [20]). The proper-
ties of the emitters can be easily set by the amount of
phosphorous in the PSG. These PSG layers are thin
and transparent so it can used even to light-assisted
diffusion. Disadvantages are the aligned metallization
and the etching of the PSG that complicates the tech-
nology.

c¢) A simpler and cheaper similar technology is the
following: a phosphorous doping source paste screen-
printed on the areas of the metallization followed by
the applying of a weakly doped spin-on material on the
whole surface, and the diffusion annealing (950°C, 80
s). Then the formed glass etched and the metal con-
tacted with aligning (Table, line 12 [21]). With such a
cell 1% absolute efficiency improvement reached com-
pared to the homogeneous emitter cells. Note that two
screen printing step and aligning are needed.

out-diffusion of doping atoms from the paste into the gas phasse
that can re-enter the substrate at adjacent surface regions

\‘*\’:‘y\‘iT?TT |Ff‘ff"4

- - ! . , -,
o \ L i f ) Ed \\ N n\
e i P doping paste % *

L SN L S S A R O O O A S

Si substrate weak indirect diffusion ~heavy diffusion

via the gas phase from the P paste

Selective emitter created by auto-doping technique

d) The auto-doping technique: a phosphorous paste
screen-printed in the metallization areas onto a p-type
Si substrate followed by a diffusion step (960°C, 5 min),
so a highly doped and deep n-layer formed under the
paste, and a lower doped and shallower n-layer formed
between the paste stripes in an indirect way (due to the
evaporated P-gas). After the etching of the paste the
Ag paste screen-printed with aligning (lines 13-14 [8,
22]). Note that less P source needed thus the cost is
also lower. However aligning is needed, and the vari-
ance of the values increased due to the indirect diffu-
sion.

e) With one screen printing step of self-aligned do-
ped (self-doping) metal pastes onto a weakly doped
homogeneous emitter (see next unit) the process be-
comes very simple and rapid. There is no need for
aligning, the material input is economic and it needs
minimal annealing. However the composition of the pas-
te is hard to be set properly.
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L1
Heavy phosphorous diffusion  Weakly doped, shallow

p-type

Si substrate cial paste

Selective emitter and metallization created by
self-doping metal paste

IV.) Another method for making a selective emitter is
the laser overdoping technique [23].

a) A spin-on diffusion source is used to form the ho-
mogeneous, weakly doped emitter followed by a local
heating by a laser with appropriate energy in areas
where the highly doping needed. It can reach line-
widths in the range of 10-25 pm. However the metalli-
zation must be aligned, the process needs long time
and it is complicated due to the using of laser.

b) However we can use also a self-aligning contact-
ing that can be realized by electroless plating. This time
the laser must burn through the whole thickness of the
phosphorous doping source meanwhile the overdop-
ing. Then the surface can be plated directly through
the openings by an electroless plating solution. An
appropriate doping source (e.g. doped SiO, or SiN,)
can be used as metal mask, passivating layer and ARC
as well making the manufacturing simpler.

V.) A buried contact structure can be formed by any
of the above technologies, thus the resistivity and
the ratio of the metallized surface, so also the
shadowing decreases.

This technique needs only a trench forming and a
clean etching before the highly doping diffusion, then
the contact metal can be filled in it. The mask of the
trench forming can be equal to the mask of the under-
contact diffusion and of the metallization, so it can inte-
grated easily into the previous technologies. However
it is more complicated, more expensive, and the metal/
Si interface is increased, thus the V. decreases. On
the basis of modelling the buried contact selective emit-
ter cells has a 0,5-0,6% absolute efficiency enhancing
compared to the non-buried screen-printed contact se-
lective emitter cells [7]. Several technology integrated
the buried contact forming, such as the double diffusion
technique (mechanical grooving [24], laser drilling [25],
chemical etching [12]) and auto-doping technique [12].

3. Doped metal pastes and the utilizing

Theory [4,26,27,28]

The metal paste

In case of screen printing or other thick layer apply-
ing technique the forming of a thick layer is made by
special pastes. A paste is a dispersion of solids (con-
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ductor and inorganic phases) in an organic vehicle. A
contact paste for a solar cell is hard to produce due to
the many requirements:

1. Low contact resistivity to the silicon

2. Low line resistance (high electrical conductivity)

3. Negligible effect to the Si substrate

(does not degrade the electrical quality of
the silicon by creating recombination centers)

4. Little linewidth, good resolution

5. Good solderability

6. Good adhesion

(makes a mechanically strong bond to the silicon)

7. Low cost

8. Applyable by an economical process

(e.g. by screen printing)

The backside contact material is also expected to
create a BSF (Back Surface Field). In the absence of
other inorganic species the silver in paste often used
for contacting the front side does not interact with the
silicon or forms interfacial species until 830°C where a
eutectic is formed [26]. The silver does not react with the
anti-reflection coatings as well. Thus the inorganic com-
ponents are essential because they make possible the
physical contacting between the silver and the silicon
due to the ARC cutting through. The so called glass frit
is good for that, however it dissolves the silicon as well.

The self-doping metal paste

The screen printing technology creates a bad ohmic
contact on the high sheet resistivity emitter, however
the alloyed self-doping paste (SDP) can help that. For
a self-doping contact material a plus requirement is the
ability to allocate an amount of doping material into the
underlying silicon. These requirements are sufficed by
a known contact material, the aluminium in case of con-
tacting a p-type silicon. The aluminium dopes the sili-
con by an alloying process that needs temperatures
above the Al-Si eutectic point (577°C). The alloy con-
tains 12,5% of Si and 87,5% of Al by weight. This eu-
tectic electrode has a proper electric conductivity for
the currents of the solar cell, and an excellent ohmic
contact and interface to the silicon. In addition the alu-
minium is available in a form of screenprintable paste
for a reachable price.

However there is no similar material for contacting
the n-type silicon, but there is a possibility for making a
selective emitter by using silver pastes alloyed with
phosphorous or antimony doping material, which in-
creases the doping under the contacts meanwhile the
contacts formed. In this case there is no need for any
more aligned screen printing, so the yield is higher and
the cost is lower due to the simpler technology. This
self-doping, self-aligned contacting technology can make
contacts even onto emitters with sheet resistivity of
100-200 Q/o.

Solving the short-circuit problem

The molten metal can consume some of the under-
lying silicon (about 0,3 pm) so the level of the regrown
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Si can be lower than the level of the surrounding Si,
thus the metal can easily short-circuit the p-n junction.
Mixing Si in the self-doping metal alloy paste, the level
of the metal-Si interface becomes higher than the level
of the Si wafer. Using sputtered Ag/Si/B alloy a good
quality p-n junction was succesfully created.

An alternative self-doping technology

A self-doping negative electrode can be made by
starting with the applying of an unalloyed Ag layer onto
the Si surface. Then the Ag and the substrate must be
heated above the Ag-Si eutectic temperature (but be-
low the melting point of the Si, e.g. 900-950°C for 2 mi-
nutes) in an ambient gas contained phosphorous. The
Ag and Si begin to melt, meanwhile the P atoms of the
ambient gas absorb into this Ag-Si liquid mixture in a
larger amount than into a solid Si suface. Then with the
decreasing temperature the melted Si reformes con-
taining the P doping atoms in it, and below the Ag-Si
eutectic temperature the Si formes a solid phase alloy
with the Ag embedded in the substrate. This Ag-Si alloy
is the final contact material. Due to the eutectic weight
ratio much more amount of Ag will be in this material
than Si, so good electric conductivity ensured. Note
that the solid Si also receives the gas phase P atoms
but in a much less amount than the melted metal.

The silver can be replaced by another metals (e.g.
tin). For making a negative electrode the P can be re-
placed by other member of Group V of the Periodic
Table, and for making a positive electrode it can be
replaced by a member of Group Il as a dopant vapor.

Unsolved problems

It is not clear yet that the growing conditions at the
eutectic temperature how influence the quality of the
grown Si, and how can it grow epitaxial as the part of
the Si-metal alloy. It is possible that a spontaneous
nucleation occures in the melted material. Therefore
the cooling must be slowly at the eutectic temperature.
The material quality of the Si growed by the self-doping
metal system is an important subject of research.

Realizations

The firing of the metal paste and the contact resistivity

The screenprintable paste can be qualified by mea-
suring the contact resistivity, because it governs the
electric behaviour [26]. The contact resistivity depends
on the sheet resistivity of the emitter that can be chan-
ged by the reaction of the metal and the silicon. Thus
the interaction model of the emitter and the metal can
be observed when the contact resistivity changes dur-
ing the high temperature processes.

In case of n-type emitter the surface goes through
four states during the firing of the metallization (figure):
I. The antireflection coating (ARC) is unbreaked,

high contact resistivity.
Il. The ARC is breaked through in part (the TiO, is dis-
solved but not the SiO, layer), high contact resistivity.
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Ag | — no contact
between Ag and Si,
Il — partly dissolved ARC,
weak contact,
Il — breaked through ARC,
contact formed,
IV — etching of Si,
the contact
resistivity increases,
p-Si the p-n junction
degrades

ARC|
sio,

n-Si

States during the forming of the Ag contact

lll. The ARC is breaked through entirely, a good con-
tact formed with the emitter, low contact resistivity.

IV. The emitter layer also etched, so the sheet resis-
tivity of the emitter slowly increases, then the p-n junc-
tion damages due to the diffusion of the metal oxide.

To minimize the Si etching after the contacting a
rapid thermal annealing must be used. Observing the
effects of the annealing we can see that the contact
resistivity decreases dramatically between 700 and
800°C, and the minimum can be reached at about
800°C. For higher belt speeds beyond 800°C the con-
tact resistivity increases again, probably due to the
interface processes of the quick metal firing.

So applying
the Ag-Si eutec-
tic point (830°C)
or higher tempe-
ratures by rapid
thermal anneal-
ing the formed
contact is not
the optimal, so
several prob-
lem can occu-
red (e.g. thermal
expansion diffe-
rences, Si etch-

ing).
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Using the self-doping paste and the significance
of the glass frit

The creating technology of a selective emitter solar
cell by self-aligned self-doping P doped Ag paste was
the following [29]. An n-type homogeneous diffusion
layer with a sheet resistivity of 75 Q/o and a depth of
about 0,25 pm created in a p-type wafer followed by
the deposition of a SiN, antireflection coating by PECVD.
Then the back side Al layer screen-printed and an-
nealed in a conveyor belt furnace (860°C, 2 min) fol-
lowed by the screen printing of the self-doping Ag pas-
te (DuPont PV168) on the top of the SiN, layer, then it
was dried and alloyed (900°C, 2 min).

Good contact resistivity reached (2 mQcm2) by frit-
ted paste, however it increased quickly by the decreas-
ing of the base doping (below 1018 cm-3), and at 1015
cm-3 base diffusion it became too high due to the high
sheet resistivity of the formed emitter (700 Q/s).
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If an n” homogeneous emitter layer also existed
then the contact resistivity became acceptable (1-12
mQcm2) until n™ layers with sheet resistivity of 100 Q/c.
The problem is that the frit of the paste etches a thin
layer of the Si surface.

The selective emitter cells with 75 Q/z n™ layer had
a little lower serial resistivity and higher FF compared to
conventionally produced cells with 40-45 Q/z homoge-
neous emitter. The serial resistivity was about 0,75
Qcm2, the shunt resistivity was 2-25 kQcmz2, the effi-
ciency was increased by about 0,3%. These values
can be made even better by better surface passivation.
Based on modelling the front side recombination veloc-
ity must be below 10000 cm/s to make the selective
emitter effective.

The properties of the surface passivated self-doping
selective emitter cell

A similar solar cell with 100 Q/s n”™ emitter made in
another experiment, but under the SiN, layer a SiO,
passivating layer applied, and both side contacts were
cofired [30]. The optimal heating process was a rapid
thermal annealing at 900°C.

The dark current (recombination current) in the emit-
ter of the 45 Q/s homogeneous emitter cells was J =
337 fA/cm2, while for the selective emitter cells it was
185 fA/cmz2.

The FF of the selective emitter cells (0,768) was
slightly lower than for the conventional cells (0,785),
however the fill factors of the cells with 100 Q/c emitter
using conventional contact paste were much lower
(0,479-0,709). The slight decreasing of the FF for the
selective emitter cells was because the front side con-
tact scheme was optimized to 45 Q/c emitters (gridline
spacing of 2,2 mm), so it can be restored.

The short circuit current of the selective emitter cells
was increased by 0,8-1 mA/cm2 to 33,4-33,6 mA/cm?
compared to conventional cells, and the open circuit
voltage was increased by 9 mV to 635 mV, therefore
the efficiency increased by 0,4% to 16,4%. The mea-
surements showed that the selective emitter cells with-
out an oxide passivation layer cannot enhance the pro-
perties considerable compared to the conventional cells.

Comparing the IQE curves we can see that the
short wavelength response is much better for the selec-
tive emitter cells, if the surface passivation is good, so
the J, . is better as well. For further wavelengthes these
cells are also better than the conventional cells, and
the long wavelength response is also slightly better
due to the high temperature annealing making the BSF
deeper and better.

Self-doping contact on dendritic web Si substrate

The advantageous properties of the dendritic web
Si substrate are that it is thin (100 pm), has a good
electrical quality (the diffusion length of the minority car-
riers is multiple of the thickness), and it is cheap.

This substrate was used in an experiment with P
contained fritless Ag paste (70 at% Ag, 0,07 at% P,
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this is the maximum solubility of the P in the Ag at room
temperature) [31]. The optimal annealing was at 1000
°C for 10 minutes. The contact resistivity was 0,013
Qcmz2, while for conventional Ag paste it was 1,9
Qcmz,

It was showed that the P atoms got into the Si sev-
eral micrometers in depth. At the Si surface the doping
concentration was higher, so it formed a thinner
Schottky-barrier at the metal-semiconductor interface,
thus the contact current contained mainly tunnel cur-
rent through the interface. Therefore the contact resis-
tance is exponentially proportional to the Schottky bar-
rier height and to the inverse of the square root of the
doping concentration. This paste could make a pn junc-
tion as well.

IBC cell with self-doping contacts

An IBC cell can be formed by self-doping negative
and positive electrodes on a Si substrate as follows [4].
First an n* layer diffused in the front side of the sub-
strate against the surface recombinations, followed by
the dissolving of the so created diffuse glass and the
screen printing and drying of a Ag-Ga paste onto the
back side. Then a Ag-Sb paste screen-printed onto the
back side in an interdigitated scheme followed by the
burning out of the organic particles of both pastes (400
°C). This followed by the cofiring of the self-doping pos-
itive (Ag-Ga) and negative (Ag-Sb) electrodes, forming
the p-n junction as well (with the Ga for n-base or the
Sb for p-base), meanwhile a thermic oxide growed pas-
sivating the free Si surfaces on both sides of the wafer.
This can be achieved by an RTP annealing (900°C, 2
min) in an oxygen ambient. Then an ARC deposited on
the uncontacted front side of the cell, so the electrodes
can be directly soldered for interconnecting the cells
into modules. The positive electrode can be made by
pure Al as well, however it has a lower conductivity, its
surface is oxidized thus it is unsolderable. The above
process is suitable for mass production as well.

An other version of the process applies liquid or
solid phosphorous source onto the front side of the
cell that forms the front side n* layer meanwhile the fir-
ing of the back side undoped negative Ag electrode,
thus the evaporated P atoms get into the melted Ag-
Si layer doping the underlying Si areas. Then the self-
doping Al or Ag-Ga positive electrode pastes applied
and fired.

A self-doping IBC cell can be made using dedrit web
Si subtstrate as well [32]. In this case the front side n*
doping can be formed during the crystal growing as
well.

A commercial cell made using an n-type 20 Q-cm
dendritic web substrate, where the p-n junction formed
by alloying a screen-printed Al, while a screen-printed
self-doping Ag-P paste contacted the substrate. The
SisN, ARC applied by PECVD. The 5 cm2 area cells
have Js.=28 mA/cm2, V,.=0,55 V, FF=0,69 and the
efficiency reaches 11%, and in the future it can reach
even 15%.
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4. Foresight

The aims of the developments are making cheaper
solar cells and meanwhile keeping or improving the vol-
ume of the photoelectric efficiencies. This goes not
only for chrystalline Si solar cells but for amorphous Si
or for thin layer compound semiconductor solar cells
(e.g. CIGS) as well.

Today it is not clear yet which way has the future. To
decide it we must take into account the manufacturing
cost, the usable photoelectric efficiency, the ability for
mass production and the lifetime. For example now one
of the cheapest solar cell type is the amorphous Si
based structure, but its poor efficiency and its relative-
ly short lifetime make it suitable using for only nearer
terms. In special cases the area of the solar cell mod-
ules can also be an important requirement that can
motivate the using of higher efficiency solar cells. Of
course in parallel of the nanotechnology improvement
the new type solar cell materials also appear (e.g. thin
layer Si substrate, solar cell materials modified by quan-
tum technology, photovoltaic carbon nanotube etc.),
these will bring great enhancements in the world of
photoelectric devices for the farer future.

However until that the actual technology must be
improved, and one station for it is the more economic
manufacturing of the selective emitter structure for the
world’s most applied crystalline Si solar cells, and there-
fore the using of self-doping screenprintable metal con-
tact is an obvious solution.
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The development of electronic industry is strongly related to the permanently shrinking sizes, a challenge that in many
instances cannot be coped with by means of the perfection of traditional technologies. The laser devices can be a useful
means for their substitution, but as we do not know perfectly the processes that occur at the interaction of the laser with the
material, we are unable to make the best of the laser technology. This contribution intends to highlight the features of this
interaction, the impacts that the pattern applied on the substrate and the machining parameters have on the results of the
machining process. We have set us the goal to exploit more efficiently the opportunities presented by the laser-based machin-
ing, by changing the laser beam parameters in function of pattern and material.

Introduction

The electronic industry is developing restlessly, though
not necessarily at the space that had been predicted a
few decades ago. Our need is constantly growing for
smaller and smaller circuits and devices with even more
reduced consumption, but with an ability to provide a
greater range of services. As the sizes are getting
smaller, the traditional manufacturing technologies are
nearing by slow degrees the limits of their capabilities.
Clearly, the manufacturers tend to reduce even further
the strip width and to increase the number of the inte-
grated functions. In this way, the IC sizes can just
become smaller, entailing however the necessity of pro-
viding for them more connection points, i.e. bond-outs
toward their environment. The high number of the
leads, which can be as high as several hundreds, is
impeding the easy handling of the integrated circuits by
means of traditional packaging, because these would
take up a much greater space on the surface being so
small anyhow. Thus we are constrained to ignore the
ease of handling, and to select the smallest possible
packaging for the integrated circuits. In this way we are
reaching the concept of the present CSP (Chip Scale
Package): uBGA, flip-chip, TAB.

The rejection of ,huge” packages can smooth things
down for IC manufacturers, but the circuit substrate
industry must face completely new challenges. The
wires of the CSP IC are connected either to leads of
line width down to 25 pm or to pads of 50 pm diameter.
Therefore the substrate manufacturers are bound to
refine their technologies to the order of magnitude of
the hair diameter. But the traditional solutions used for
this purpose are either unviable or not cost effective.

One of the alternatives for the solutions, which have
been based for tens of years on the same principle and
which have already achieved their limits of capacity,
could be the laser technology. In the following we will
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outline the widespread use of the technology in our
era, the advantages and perspectives it can provide
and the compromises we are constrained to, while con-
centrating on one of the best-known material of the
flexible circuit substrates, i.e. the polyimide.

The laser beam as tool

The individual features of the laser beam are well
known: the beam is coherent, parallel and fundamen-
tally monochromatic. The ideal laser beam can be
focused extremely well, thus being able to produce
energy densities of several MJ/mm2 on the machined
material. This feature permits to generate explosion-like
processes on the surface, and makes it possible to
remove material in small doses, in a tolerant way for the
ambient environment. The focused laser beam as a
machining tool (with diameter just down to 5 to 10 um)
can be moved along optically at a relatively perfect pre-
cision, without any defined feeding direction and, of
course, any tear-down [2].

Drilling of through-holes or blind holes (vias) on cir-
cuit substrates by laser machining is incontestably
more advantageous than mechanical drilling, irrespec-
tive of the larger diameter holes. In these applications,
the history of laser machining began several decades
before, so that micro-via machining lasers can be found
in any substrate manufacturing line that fulfils the most
recent needs. Due to the controllable, pulse operation
mode of micro machining lasers, the laser beam can
drill vias of preset depth in multi-layer structures as well,
even in the case where the beam has to penetrate
materials of clearly different physical features (copper,
synthetic resin). This is achieved at a production capac-
ity of several hundreds of vias per second [5].

When creating conveniently fine patterns during the
production of circuit substrates, the laser technology is
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by far less commonly used than in the case of drilling.
While drilling in a one-step technology could be re-
placed straight-out by laser machining, the multi-step
pattern machining needs a definitive answer to the
question whether and which steps could be qualified
as viable by lasers. The arguments for the lasers are
the extremely fine granularity to be achieved on the cir-
cuit substrates (line widths going incidentally down to
the range under 1 mil), the substitution of up to 5 tech-
nological steps (photoresist application, exposition, de-
velopment, etching, resist removal) by a single laser
machining phase, the flexibility and the re-adaptation
facility during the machining process [2]. The argu-
ments against it are however the lower production ca-
pacity and the neighbourhood exposed to heat effects
both in lateral direction and in the lower layers not
affected directly. The patterned multi-layer structures
have the ability to transform also thermally the subject
of the micro machining into an inhomogeneous medi-
um, so that the power input represented by the laser
pulses — which can be fed also individually — can have
from time to time different effects.

The interaction between the laser beam and the
material is an exceptionally complex process. The users
of the laser machining equipment, not obliged to have
an insight into these processes, possess the skill of fit-
ting the machine, pre-tuned roughly in a convenient
manner, by means of a few settable parameters into
the manufacturing line. The only question is, however,
whether such appliances with a dedicated function are
fully exploiting all the possibilities that the lasers could
present. As a matter of fact, they do not change the
machining parameters in function of the patterns of the
inner layers, which thermally are just in connection. Pro-
duction engineers, while setting present laser applian-
ces by a “cut-and-try” method, are inclined to score this
technique rapidly as unapt for certain complex jobs.

Fig. 1. shows an example of our investigations.

Fig. 1.

Laser-drilled 100 um holes in the soldering-prevention
layer — The non-leaded soldering pads were damaged in
the presence of the same machining parameters
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Here the effect of thermal conductance comes di-
rectly to light. A more sophisticated dilemma is when
the patterned copper layer is not directly connected to
the machined layer, but thermally it effectively influen-
ces the results.

If we knew both the interaction process between
laser and the machined material and the influence
which certain accompanying phenomena of the pro-
cesses are exerting on this (thermal, optical, acoustic,
etc.), we could have a model at hand, based on which
we would be able to prepare the lasers used in the
mass production for the solution of more specific and
more complex problems, while keeping the flexibility. So
the laser-based machining could be an alternative for
the traditional technologies being at the limit of their
performance.

Parameters of
the laser-based machining

The abundance of the direct machining parameters is
by itself representative of the complexity of the pro-
cess. A possible grouping of the main parameters is
shown in the following:
1. Parameters characteristic for
a Q-switched laser source:
— wavelength,
— pulse width, time-dependent distribution of
the energy,
— per-pulse energy, average power,
— pulse repetition frequency,
— beam quality
(energy distribution over the beam cross-section),
2. Parameters describing the characteristics of
the optical system:
— beam sweeping speed,
— diameter of the focal plot,
— focal range.
3. Parameters defining the machining geometry:
— pattern,
— grid spacing,
— number of the machining steps.
4. Environmental parameters:
— composed thermal conductance of
the inhomogeneous, multi-layer structures,
— characteristics of the atmosphere
(gas type, gas flowing speed) [3].

Due to the characteristics of the material to be ma-
chined and of the technical realities, the possible val-
ues of the majority of the above parameters will be con-
strained — fortunately — soon to a manageable interval.
The laser type defines the wavelength. In the electron-
ic technology, the 355 nm wavelength is prevalently
used, which is produced of the Nd:YAG laser beam by
frequency tripling. This prevalence is not by accident:
the beam at the border of the visible and the UV range
is absorbed well in almost every material used in the
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rigid and/or flexible NYHL technology. (Therefore, we
obviously cannot refer to the processes that automati-
cally dominate the selective material removal, so it is
necessary to maintain the controllability as much as
possible during the machining process.) Similarly, both
the width and the power to time function of the laser
pulses emanate from the viability of the laser. As a well-
proven fact, the machining “purity” is, in the sense of
thermal load, strongly dependent on the duration of
the interaction. The shorter the interval is in which we
communicate energy to the surface, the more inten-
sively we can cause the exposed part to ablate, as the
heat has reduced time to propagate from the area
directly affected [1].

We have greater chance to choose from all the mul-
titude of the machining parameters those, which we are
able to change at a rate that is comparable to the
machining speed in function of the pattern. We cannot
modify abruptly the energy and/or frequency behaviour
of the laser beam without the change of the beam
quality. (There are certain lasers that provide the pos-
sibility to compensate the thermal lens created in the
laser crystal, but this may require several seconds.) The
sweeping speed, the machining geometry, however,
can be changed at any time. But before proceeding to
examine the way in which it influences the machining
results, we present the effects of thermal conductance
in the case of copper-polyimide substrates.

The effects of thermal conductance

As referred to earlier, there is a need to fit the machin-
ing behaviour to the pattern in order to utilize comple-
tely the features of laser-based machining. The diversi-
fied pattern created on the substrate, in its several lay-
ers, may result in an extensive diversification of the
thermal behaviour next to the surface. While the UV
lasers have an obviously smaller thermal effect than
their counterparts of greater wavelengths [4], this ef-
fect has all the same an important role when compared
with the 355 nm wavelength of the frequency-tripled
Nd:YAG laser. This statement is well underscored by
the fact that the thermal conductance of a copper layer
not directly affected influences the machining outcome
in a detectable measure.

The patterns shown in Fig. 2/a. and 2/b., at com-
pletely the same settings (frequency: 100 kHz, beam
deflection speed: 300 mm/s, grid spacing: 10 ym, pulse
energy: 3,7 ud), have been produced at a 15x expo-
sure. At places where no copper has been present on
the substrate, almost all the polyimide volume could be
removed. The copper foil, with a thermal conductance
by order of magnitudes better than that of the poly-
imide substrate, has been capable of carrying away a
part of the heat produced, thus a 10 pm thick polyimide
layer could be formed on its surface.
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Diagram 1.
Depth as a function of the number of exposures

As it can be seen in Diagram 1., each exposure step
removes a ca. 8 pm thick polyimide layer. While main-
taining the same settings, the copper foil bonded to
the substrate did not produce any remarkable differ-
ence till the eleventh exposure. From this point on, the
thickness, i.e. the heat insulation ability of the copper
layer has also been reducing, so the copper could lead
away certain part of the heat produced. Cleary, the
ablation of the material of lower temperature requires
higher energy, so that the same amount of energy per-
mits to remove less material.

Thus it can be stated that the differences of the
heat conductance caused by the patterns of the lower
substrate layer have a noticeable effect on the quanti-
ties of the material removed. But modifying the laser
parameters during the machining process can counter-

Fig. 2/a and 2/b.

Opening a window

in the polyimide foil —
the state after

15 exposures.

When the copper layer
is present (Fig. 2/b),
approximately 10 um
less material is
removed.
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balance this effect. In our experiments we investigated
as well how the polyimide substrate responds to the
changes of certain parameters. This will be shown in
the following.

Effects of the pulse energy

It can be seen in Diagram 2. how the changes of the
pulse energy, ceteris paribus, influences the depth of
the “bowl” created. There is a linear correspondence
between the amount of polyimide removed and the
energy within a narrow range, where the depth of the
grooves can be controlled easily by changing the ener-
gy. Above a specific level (25 pd in this case), howev-
er, the increase of the pulse energy has little weight on
the amount of material removed.

Because in the case of most appliances it can take
several seconds to change the pulse energy, it is expe-
dient to carry out this modification between the machin-
ing phases. We will compensate the pattern unhomo-
geneity by means of an other parameter, which can be
changed more rapidly.

Diagram 2.
Depth as a function of the pulse energy
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Diagram 3.
Depth as a function of the beam deflection speed

Sweeping speed

The widely used galvanometric beam deflection sys-
tems permit to produce jump changes in the sweeping
speed. The speed increase produces a logarithmic re-
duction in the amount of the material removed, thus
relatively small speed changes can compensate the
high thermal conductance differences caused by the
pattern. But at a given pulse repetition frequency, the
beam deflection speed cannot be increased above all
limits, because in this case the overlaps between the
“prints” of the successive shots would diminish in such
a measure that this could lead to ragging of the grooves
produced.

Grid spacing

When machining a given surface, the number of the
adjacent grooves depends on the grid spacing. By
reducing the grid spacing, the number of the lines and
thus the machining time increases proportionally.

Along with the sweeping speed, the spacing of the
grooves has proved to be the second definitive para-
meter, as it can be changed at any time, and it deter-
mines the energy fed into a unitary surface. On the
other hand, the amounts of energy and its transmission
interval have a direct effect on the quantity of the mate-
rial ablated, i.e. on one of the most important factors of
the phenomena we have investigated.

For mass production, it would be efficient to use
large grids, which would permit to save time. We must,
however, opt for sufficiently small groove spacing, be-
cause otherwise the surface of the material machined
would be unreasonably uneven. Fig. 3. shows the cross
section of a window manufactured at too large grid
spacing. (The V shape shown on the right-hand side is
the cross section of a laser-made groove.)

Fig. 3. Uneven surface due to the too large grid
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Conclusion

The widespread use of CSP packages with a large
number of bondouts calls for the introduction of laser-
based technologies. In fact, these are not completely
made suitable for the production of exact and repro-
ducible results just down in the 10 micron range. We
have seen that machining processes, as fine as this,
results in the reaction of the ambience of the relevant
volume on the material on the process itself.

Our experiments took place within the framework of
two projects of the European Union, where we have
been selecting and optimising the appropriate laser-
based technologies for four sorts of rigid and flexible
substrates, respectively.

Furthermore, our work aims at creating such a mo-
del, which could be a useful means for the material-
and pattern-specific control of the laser beam parame-
ters. For this purpose, we must define and simulate the
dominant processes. Once this task performed, the
model will be able to be built into the control program
of an industrial laser-based machining station.

NIEWVIS

Veraz Networks announced that MobilTel,
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the largest GSM cellular operator in Bulgaria serving over two million customers, has deployed Veraz’s
high-compression I-Gate 4000 media gateways in its cellular network to carry domestic and internation-
al traffic. Initially, the media gateways will be used for a multi-point trunking application launched
between three major cities in Bulgaria and an international point of presence (POP) in Frankfurt, with
the opportunity to expand to more international POPs.

This is possible due to the advanced functionality of Veraz’s media gateways to support voice, fax,
modem and signaling transport while offering a unique migration option that protects existing investment
and delivers a future proof, next-generation solution.

ITU has reached agreement on a new global standard

that specifies the application of the two main technologies used for encoding signals for DSL — Discrete
MultiTone (DMT) technology and Quadrature Amplitude Modulation (QAM) — to VDSL (Very high-speed
Digital Subscriber Line) technology. VDSL gives multi-megabit network access via ordinary telephone
subscriber lines, allowing operators to offer a ‘triple play’ of services — multiple high-quality digital video
streams, high-speed internet access and voice.

“Future evolution of the VDSL standard, promising even higher bit rates and longer distances, will be
based on the DMT technology used for ADSL, thus establishing a single world-wide standard. This will
allow the broadband telecom consumer to benefit from the economies of scale offered by global vol-
umes as well as the technological innovation driven by competition.” — said the Chairman of ITU-T Study
Group 15.

VDSL can be deployed from central offices or from optical fibre-fed cabinets located near customer
premises. Actual bit rates obtained will depend on the distance between the central office/cabinet and
the customer premises and can be up to 50 Mbits downstream, but will typically be closer to 23 Mbits
and 4 Mbits upstream.
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Cryptographic homomorphisms are used to charge a company with performing calculations where both input and output data
are confident and therefore can be communicated in cryptographic ways only. This requires the use of special cryptography
so that operations can be performed on coded data and decoding the results one gets the same result as if the calculation
were made with uncoded data. This is the main point of the article which also introduces basic methods and possible attacks.

Introduction

Privacy homomorphisms were introduced by Rivest,
Adleman and Dertouzos [6] in 1978 to solve the com-
puting delegation problem in the first instance. This typ-
ically occurs when the data owner has only limited com-
puting facilities, i.e. either the computation to be per-
formed is too complex or an unmanageable bulk of
data must be processed. In this case, the owner is con-
strained to deliver his data to a computer centre (data
manager) that is able to perform the necessary compu-
tations. If the data are sensitive, i.e. of a confidential
nature, there is the obvious problem that they could
get into an environment which is not necessarily reli-
able.

This situation emerges in relation of a great number
of Internet-based applications, typically when we are
using a remote service. Even a modest software for
currency conversion or for route planning can fall into
this category, but the classical examples include pro-
grams for portfolio management and income tax cal-
culation, running not on our computer but on a server
operated by third parties. The problem of computing
delegation may also occur in the field of academic re-
search, where for example a medical research team
uses a(n insecure) university mainframe for processing
confidential healthcare records.

The question of data delegation represents a simi-
lar problem. The two kinds of delegation differ from
each other in the fact that in the case of data delega-
tion the results are relevant not for the data owner but
for the data manager. As for the owner, the complete
computing process is indifferent, he often does not
possess the appropriate facilities for performing the
computation, and “lends” his data only for the duration
of the computing process. The data manager, for his
part, wants to own not the raw data, but the processed
data (for example the results of statistical analysis). As
far as sensitive data is concerned, there is again the
problem that this data will get out for the duration of the
“lending” into a not necessarily reliable environment.
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Data delegation typically occurs in the case of orga-
nisations having a federal-like structure. The state ad-
ministration has generally a structure like this, but equ-
ally adequate examples are the European Union or the
United States of America. Each member state has its
own data (budget, registration of the population, etc.),
which a central organisation would like to use for ana-
lysing purposes. In return for supplying the data the
member states can require the opportunity to analyse
the collected data. Because of data protection consid-
erations, however, they have no possibility to store da-
ta of other member states, and have neither the com-
puting capacity to perform the necessary operations. In
turn, the central organisation, which is not facing any of
these problems, has no excess capacity to perform for
each member state the computing task they ordered.
How and in which form could the collected data be
transferred to the member states so that all these prob-
lems could be solved?

The secure solution of data delegation could also
expand the application of smart cards. In this way, the
need that a resource-demanding application must run
on the data stored by the card would not present any
problem. The card would simply export the data required
for the computation to the unit running the application.

In both cases of delegation, there is a double chal-
lenge we must meet. On the one hand, we have to pre-
vent the unauthorized access during the data transfer,
and on the other, appropriate measures must be taken
in order to impede that, in the case of computing dele-
gation, the computing software, the computer and its
personnel and, in the case of data delegation, the
members can get (unauthorized) access to valuable
information as regards the raw data, based on the data
made available for them. The deep exploration of the
former problem began as early as before the Internet
had been going to spread out, especially due to the
military and state security applications. Once the world
wide net became the forum of more and more applica-
tions, the same question has been set in some other
way, but the introduction and the convenient imple-

37




HiRADASTECHNIKA

mentation of public key encryption have largely solved
the data security problem.

The aim of this contribution is to investigate the sec-
ond data security problem we mentioned above. Hard-
ware and/or database management solutions are avail-
able in both cases, such as the use of physically pro-
tected processors or data fragments [8]. The cryptogra-
phic solution we are interested in, however, is the appli-
cation of privacy homomorphisms that provide the possi-
bility to transfer the data in an encrypted form to the
unreliable level (computer centre, member states) and to
perform there the relevant operations without data de-
cryption, in their encrypted form. After the results have
been sent back in an encrypted form to the reliable level
(limited-capacity user, central organisation), we will get, af-
ter decryption, the same result as in the case where we
would have performed the operations in the original form.

Higher security can be achieved by combining the
different solutions, but the interpretation of these pos-
sibilities lies beyond the boundary of this contribution.

Terminology

Data appearing in a form that is interpretable for every-
one is called plaintext, irrespective of the data type.
The enciphering of the plaintext is called coding or en-
cryption, the result of which is the ciphertext or encrypt-
ed text. If the legitimate user decrypts the ciphertext,
we are speaking of deciphering of the encrypted text.
The result of this is the original plaintext. If an attacker
tries to decrypt the encrypted text, we have to do with
breaking of the text. The decoding process is a sort of
inversion of the coding process.

The encryption is performed by an encryption algo-
rithm, which possesses a parameter, i.e. the key. Basi-
cally, the deciphering algorithm possesses this key pa-
rameter as well. In the case where both keys are identi-
cal, the process is called symmetric or secret key encryp-
tion. If, however, the two keys are different, it is the case
of asymmetric or public key encryption, where one of
the keys is generally public, i.e. accessible for everyone.

The attacker intending to break either the code or
the encrypting algorithm seeks principally the way to
break the encrypted text but occasionally also to define
the secret key used for the coding. As the security of
an encryption algorithm, i.e. in which measure it is resis-
tant to the attacks, shall never depend on whether the
algorithm itself is known for the public or not, we always
suppose that the attacker knows the encryption me-
thod. For the attacker it is important to define the plain-
text and the key used.

Privacy homomorphisms

Privacy homomorphisms can be used for processing
encrypted data. These homomorphisms actually per-
form the encryption of the data so that the operations
can be executed on the encrypted data in the same
way as otherwise.
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A privacy homomorphism represents an operation-
preserving mapping from the set of plaintexts to the set
of encrypted texts. Formally, if S is the set of plaintexts
and S’is the set of encrypted texts, then an E4: S-S’
homomorphism can be defined where K is the key
used as the parameter of the function.

Let the operations and predicates interpreted on S
and S’be f;, f,..., f, and py, po,..., py and fy, fs,..., fi
and p’y, p5,..., p}, respectively. Each operation or pre-
dicate within S corresponds with one interpreted on S,
which generally differs from the original (as we select
the operands from other sets), but it also can be very
similar. The operation-preservation of Ex means formal-
ly that for

any a,b,...0S and anyi=1,...k

Exlf;(ab,...) = Fi(Ex(@), Exib)....),

as well as for any j=1,...,1

pi@a.b,...) = p(Ex(a), Ex(b),.-.).

Computing delegation with privacy
homomorphism
DATA OWER DATA PROCESSOR
reliable level non reliable level
a+b=?
'
a— a
b— b’
+— @
a, b\®
|
&
«
c'—c=a+b

The deciphering (decryption) of the encrypted text
is performed by a function Dy: S’ S, with S’being the
value set of the homomorphism E, and K’the key. The
function D corresponds to the inverse of E, so that it is
also an operation-preserving mapping. This feature en-
sures that performing the operations on the encrypted
text, then deciphering it yields the expected result, i.e. for
any a,b,...0S and i f(a,b,...) = Dy (f; (Ex(@), Ex(b),...)).

How does such a homomorphism work?

For illustration consider an RSA-related privacy homo-
morphism. As a key we select two large primes K=(p, q),
and denote the product of them by m. The set of plain-
texts is Z,,={0,1,2,..., m-1}, the modulo mresidual clas-
ses, with the conventional modulo m operators +, -, ?.
The encrypted correspondent of a plaintext allZ,, is
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Data delegation with privacy
homomorphism
DATA OWER DATA PROCESSOCR
reliable level non reliable level
a— a'
b— b'
+—= @
a'_ b'_ 57
>
o
<
¢'ec=a+b
c
>

formed by a number pair, the components of which are
the remainders of the division of a with p and g, res-
pectively. Formally it can be expressed by: E, 5(a) =
(@ mod p, a mod g). On encrypted texts as well, the
modulo m +,-,? will be performed, in this case on every
component. From a pair of numbers, (a mod p, a mod q),
we obtain the original a by means of the Chinese re-
mainder theorem, that is the decryption process is the
application of the Chinese remainder theorem.

Chinese remainder theorem

If m,, m,, ..., m; are pairwise coprimes then the
S)‘SiC]ll of COIlgI'I.lCIlCCS

x=a, (my)

X=a, (m,)

x=a, (my)

has a unique solution mod m,_m,_..._ m.
Example:
x=103)
x=3 (5)
x=1(7)
We search a solution of form x=35y,+21y,+15y;.
Then from the system of congruences
35v=1(3)
21y,=3 (5)
15y3=1(7)
A solution of it is:
vi=-1, y,=3, v;=-1, from which x=13 follows.
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We will show the function of the homomorphism
through a numeric example, and as we are interested
in the demonstration, we had to decide on desperate-
ly small parameters. The secret key will be (3, 11), m= 33.
Suppose that the formula to be computed is (12+4)%2
(with modulo 33 operations), thus the three plaintexts
are 12, 4, 2, and the expected result is 32 mod 33. We
send the encrypted plaintext in the following form:
Eia.11)(12) = (0, 1), Eg 11)(4) = (1, 4), Ei3.11/(2) = (2, 2). Of
course, we also communicate to the entity performing
the computation that we would like to multiply the sum
of the first two members with the third factor. Accord-
ingly, they compute the value of ((0, 1)+(1, 4))%(2, 2),
where these operations are modulo 33 operations ta-
ken by every component. The computation goes like
this: ((0, 1)+(1, 4))%(2, 2) = (0+1,1+4)%(2, 2) = (1, 5)%(2, 2)
=(2, 10). We obtain the result in the encrypted form: (2,
10), which we decrypt by means of the Chinese remain-
der theorem. We thus have to solve the congruence
system x=2 (mod 3), x=10 (mod 11). We are searching
for the solution in the form x = 3y+11z. As 3y is divisible
by 3, the congruence 11z=2 (mod 3) must be fulfilled.
For the same reason, 3y=10 (mod 11). Hence z=1 and
y=7, respectively, that is x=3%7+11=21+11 =32 (mod 33).

Therefore, the privacy homomorphism becomes spe-
cifically useful for computing and data delegation prob-
lems because the “encrypted operations” correspond-
ing to the “plain operations” can be performed on the
encrypted text corresponding to the plaintext, and we
obtain the appropriate “plain result” by deciphering the
encrypted result thus achieved.

Why is
a privacy homomorphism good?

First of all, a privacy homomorphism must be appropri-
ate for the given application, that is it must preserve
those operations, which are necessary from the point
of view of the application. In addition, we can raise re-
quirements basically on the efficiency and the security of
the privacy homomorphism. These requirements include
the ease of computation of the function itself, and the
same must be valid also for the deciphering. A further
requirement on the efficiency is that the computation of
the fi-s and p’-s corresponding to the operations and
predicates, respectively, of the plaintext must be perfor-
med quickly, and that the encumbrance of the encryp-
ted text must not be much more than that of the plaintext.

From the cryptographic perspective, the question of
security is more exciting. For this examination, we must
overview the (passive) attacks that can be carried out
against a cryptosystem.

Attacks
As far as privacy homomorphisms are concerned, we

can mention essentially three kinds of attacks. All three
are passive in the sense that the attacker tries not to
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modify data or to make the computations physically
impossible, but intends to get valuable information
through the possession of certain data with respect to
the plaintext, the encrypting algorithm or the key.

As we mentioned earlier, the security of the privacy
homomorphism, but also that of any encryption system
shall not depend on whether the attacker knows the
encryption algorithm or not. The key used for the en-
cryption is of course secret, but for the algorithm (or
mapping) we always suppose that it is publicly accessi-
ble (though we do not explicitly intend to provide this
access).

In the simplest case, the attacker has the least stand-
ing-ground to rely on, so he is facing the most complex
task. Texts encrypted with the same key K are available
for him; hence this attack is called ciphertext only at-
tack. The attacker seeks then to abduct as much infor-
mation as possible from this “knowledge base” with re-
spect to the plaintext and the key used.

In the case of known plaintext attacks the attacker
tries to get information related to the key K (and to the
encrypting algorithm) based on plaintext-ciphertext pairs
(a, Ex(a)).

The attacker possesses the most information in the
chosen plaintext or ciphertext attacks. In this case, the
attacker has the option to decide on the plaintext or
ciphertext, and ask for the corresponding ciphertext or
plaintext pair, and accordingly tries to find out the key
and the encrypting algorithm.

The complexity of the attacks decreases in the abo-
ve sequence, as the starting information available for
the attacker is increasing. We can also say that the
potency of the attacks is increasing in the sequence,
because the attacker becomes stronger with a steadily
growing arsenal. As regards, however, the preparation
for the attacks, an inverse classification can be of use,
as the attacker only has to tap the communication
channel to execute the ciphertext only attack, while the
chosen text attack needs obviously the addition of
some other practices.

We define the safety of a privacy homomorphism in
a “natural” manner: a homomorphism is safer if it resists
stronger attacks. Generally speaking, the higher a pri-
vacy homomophisms’s security level is, the more useful
it is. But the necessary security level is greatly depend-
ing on the given application. The data delegation re-
quires a higher security degree than the computing del-
egation. In the latter case, the data manager receives
the encrypted text, performs the necessary computa-
tion, and sends back the encrypted result. The data
owner carries out the coding and decoding of the data,
and after decoding it, the communication with respect
to the relevant data will not continue. Thus it is obvious
that the data manager gets into contact only with en-
crypted texts, and therefore he can launch ciphertext
only attacks, which is the weakest among all attacks.
This attack can be made even weaker, if the data ow-
ner uses a different key for encoding for every single
computation needed.
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When data delegation is performed, returning the
encrypted result does not terminate the communication
between the data owner and the data manager, ac-
cording to the fact that the data manager claims the
decoded result. Accordingly, the data owner returns it
to the data manager after decoding the encrypted re-
sult. In other words, the data manager will possess
(plaintext, ciphertext) pairs even when the operation is
normal, so that the premises are given for starting a
known plaintext attack. Changing the key frequently is
a useful tool to weaken the attacks in this case as well.

Attack against
the RSA-related homomorphism

The RSA-related homomorphism can be broken, i.e.
the values of p and g can be restored, by a known plain-
text attack. The attack is performed as follows: The plain-
texts M;,M,,... M, as well as their encrypted correspon-
dents E, (M)=(C;, D)) are available, with M=C; mod p,
M=D; mod g and i =1, 2,...r.

According to the definition of the congruence, it is
obvious that p|C-M,, i =1,...,r. Let us take the greatest
common divisor of these differences, and let it be p=
gcd{C-M, :i =1,...,1}. Similarly we define g’ As p and gq,
respectively, are divisors of the differences C-M; and
D-M, they are also the divisors of their greatest com-
mon divisor (p’ and q’, respectively), i.e. p|p’and q|q.
Even for a small rthere is a high probability of p=p and
g’=q. If this is not the case, every new (M, (C, D)) pair
lets the attacker come closer to the secret primes (i.e.
the key) by introducing p’= gcd(C-M, p’) and g’= gcd(C-
M, q@), respectively.

The generalization of the homomorphism presented
in [4] permits to defend fortunately this kind of attacks.
In addition, the RSA-related privacy homomorphism is
so “successful”, that this will be used as a starting point
for the solution of a data delegation system. The next
section shows more details on the results.

What is known about
privacy homomorphisms?

The possibly most restricting feature in the use of pri-
vacy homomorphisms had been detected as early as at
the beginning of the researches. If the person perfor-
ming the computation tasks has an option to encrypt
any constant, and is able to compare encrypted texts
by means of the predicate <, then the privacy homo-
morphism is not secure, so that it can not resist even
the weakest attack, i.e. the ciphertext only attack. In
fact, the value of a=E,(a) can be “caught” through a
binary search, thus the value of a can be easily de-
fined.

To start the search, the encrypted constants are
needed, e.g. it may be known that E(1) =1’. Hence,
due to the operation preservation, 2’'= Ey(2) =Ex(1+1)
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= Ex(1)fE(1) =1’§1’ can be calculated. + denotes the
operation which the homomorphism will preserve, and
} is its equivalent in the image space. This process can
be continued till the comparison lets us find a 2'"where
2'm1<g<2'n. While continuing the search, we verify
whether a<2’'r-1312'n2 is fulfilled. If so, we continue the
search in this half of the interval by applying the bisec-
tional method, i.e. by verifying the a'<2'n132’n-3 condi-
tion; if not, we continue to bisect the other half of the
interval and verify the fulfilment of the a'<2’'n-1}2’n-232°n-
3 condition.

At the end of the search, we will have the sum of
the encrypted powers of two: a= 2'i§2/f...2'm. That is
a’= Ex(20tE,(2))%...3Ex(2m), which means, due to the
operation preservation, that a’= E,(2/+2/+...+2m), i.e.
Ea)=Ex(2+2/+...+2m), or in other terms a= 2/+2/+...+2m.
The right-hand side of the equation can be calculated,
so also the value of a can be defined.

It has been proven in [1] that the additive privacy
homomorphisms cannot resist the chosen ciphertext
attack. Note that for additive homomorphism, the set of
ciphertexts can be regarded as a vector space above
the body {0, 1}. Let us select a based in this vector
space (for example the encrypted “powers of two”), and
ask for the parent image of it, i.e. its plain version. Thus
the following pairs are available: (1, 1), (2, 2°), (22, 2°2),...
Therefore, if a given a’=Ey(a) encrypted text is sup-
posed, based on which we want to define a, then log-
ically a’ can be written as a sum of the encrypted pow-
ers of two, i.e. in the selected base: a’=2'}2/...f2'm.
From this point on, the attack can continue in the same
way as in the case mentioned before.

The restriction of additivity outlined in [3] has the
goal to defend this attack. The r-additive privacy homo-
morphisms permit the summation of only r members.
So, if ris sufficiently small and the set of the ciphertexts
is sufficiently large, the above-mentioned attack does
not work, and the homomorphism is secure for cipher-
text only attacks.

The [4] shows a generalization of the RSA-based
homomorphism presented. Even in its original form, the
homomorphism has preserved addition and multiplica-
tion, but as we have seen, it has not been secure a-
gainst a known plaintext attack. The point of the gen-
eralization is that the former encrypted text (a mod p, a
mod q) appears in a more complex form, so there is no
possibility to set up the statements relating to the divisi-
bility.

The result shown in [5] presents a breakthrough in
the number of the operations preserved. Note that this
is a privacy homomorphism, which preserves all four field-
operations (+,-,?,/) and is at the same time resistant
against the ciphertext only attacks. However, as the re-
sults highlighted in [1] say, the homomorphism of such
type is able to achieve a security level where it can
stand also against known plaintext attacks. Finally, [2]
has included an advanced version of the additive and
multiplicative homomorphism introduced in [4], which
already facilitates the division as well and, at the same
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time, is provably a secure option in the case of the known
plaintext attacks as well.

Based on this homomorphism, the prototype of a
system delegating sensitive statistical data has been
created and standardised by the authors as a “Method
for secure delegation of statistical data” [7], so we have
no further information on the features of the system.

The above-mentioned homomorphism is a useful
tool for any computation, which needs field-operations
(+,-,7,/) only. More complex financial or engineering
computations may however require additional opera-
tions as well, for example logarithm and exponentia-
tion.

An additional, interesting question is whether the
personal income tax can be solved by means of the pri-
vacy homomorphism. Of course, the relevant tax calcu-
lation software tools can be downloaded from the Inter-
net by means of which the most appropriate declara-
tion version can be found out under the shelter of
one’s own computer, but an application might be more
comfortable that could permit to specify in on-line mode
the imposed sum of the tax, based on different input
data. But because the user would certainly experiment
with a series of values, he would not willingly send out
such data in a form ready for processing.

Logarithmic calculation
with privacy mapping

The logarithmic calculation can be solved by a privacy
mapping operation, which, strictly speaking, cannot be
regarded as a privacy homomorphism. Let R+ be the
set of plaintexts and ciphertexts, i.e. the set of positive
real numbers. Let the key be an arbitrarily chosen pos-
itive integer r. The encrypted version of an alR+ is E,(a)
=a’. The decryption is not exactly the inverse of E, as
we presume that we will have also a logarithmic calcu-
lation between the encryption and the decryption. The
deciphering of a ciphertext a’ is accordingly delivered
by DJ(a) =a’r.

It is easy to verify that if we decrypt the logarithm of
the encrypted text, we obtain the logarithm of the plain-
text, because (log(an))/r= (r<log(a))/r=log(a). It can how-
ever be stated that this is not a classical privacy homo-
morphism, as in this case, the logarithmic operation in-
terpreted on the set of plaintexts is the same as its
counterpart interpreted on the set of the ciphertexts,
thus the following equality will not be fulfilled: E (log(a))
= log(E/(a)), as (log(a))" # log(a").

Impediments of the tax calculation

An on-line income tax calculation service is burdened
with the problem of the computing delegation. In this
section we outlined some concepts that could be of
use for the exploration of an appropriate homomor-
phism.
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This service could be operated for example by an
accountant organisation addressed by the tax-paying
entity ordering the calculation of the most advanta-
geous taxation form. The taxpayer is clearly not in the
possession of the extensive knowledge required for
this work, and, on the other hand, he would not willingly
expose his financial situation for the service provider.

Once the aspects able to influence the tax base and
the tax extent taken into account, the calculations will
land sooner or later at a point where we have to define
from the tax schedule the sum of the tax relating to the
income. Because the tax function is linear but changes
interval by interval, ranging the income between the rel-
evant limits must precede the definition of the function
value. For this purpose, we need the encrypted version
of the end points of the intervals and also an encrypt-
ed comparative predicate. The tax function can be sup-
posed to be known for the service provider, and if so,
the text pairs of the end points of the interval (plain, en-
crypted) are available for a possible attack.

Under such conditions the privacy homomorphism
will not be secure, because a searching attack can be
carried out by means of the comparison. Let us sup-
pose that the encrypted image of the income repre-
senting the tax base is x= Ex(x). We intend to use the
tax function for the calculation of the relevant tax value.

First we shall define the tax range or interval in which x’

lies. The breakpoints of the tax function are 0, a, b, c,
and their encrypted correspondents are 0’= E,(0), a’'=
E(a), b= Ex(b), c= E(c). It can be supposed that
a'<x<b’. Then the value of x can be defined on the
interval [a’, b] by means of the binary search described
earlier.

But we can also choose the solution according to
which we specify the tax schedule individually for each
income sum comprised in every interval [1,N]. This means
that we define the tax function for each value within a
constrained definition domain, of course in an encryp-
ted form. No doubt, the service provider may know the
open tax schedule in its present form as well, that is he
knows the pairs (x, #(x)), with f being the tax function.
Although we also make available the pairs (x; t(x)) for
him, the data manager will not be able to compose from
them the quarts without any additional information. Thus
it seems that we did not have shown favour toward the
data manager as a potential attacker by ensuring the
conditions to perform a known plaintext attack. On the
other hand, some apparent efficiency questions are
also arising (encryption and transfer of a huge quanti-
ty of data) that could impair the application possibilities
of the concept.

Summary
The privacy homomorphisms have been introduced in
relation to data delegation and computing delegation,

but because a great number of Internet-based services
are marked by these problems, their application possi-
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bility has again come to the fore [8]. The privacy homo-
morphisms are confined into specific limits, but the per-
formance of the statistically relevant calculations at an
unreliable level is ensured by means of a mapping con-
cept being provably secure, which preserves all the
four field-operations (+,-,7,/).

At present there exists no convenient homomor-
phism which could be a viable solution for complex ser-
vices, such as for example in the case of applications
involving logarithm or limit value calculations. Finally we
have outlined a few concepts, which could possibly be
set as a guide for future researches.
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Information technology and telecommunications have ever been playing a leading role at the introduction of earlier new tech-
nologies, which allowed us to think that we must take again a major part in the proliferation of this new technology. With this
concept in mind, the International Council for Communications and Information Technology (NHIT) and PKI Telecommunica-
tions Development Institute (PKI) have teamed up to deliver an overview of the development stage of this technology and the

perspectives it promises for the different sciences.

It was just ten years ago that the first publications were
being issued on the nano technology subject. The
importance of this field was then far from obvious. But
since the turn of millennium, the number of the appli-
cation fields of this science is growing constantly. It is
now clearly recognized that this cannot be regarded as
an advanced branch of microelectronics.

In fact, in the micrometer order of magnitude, the
fundamental material units remain unchanged and the
different devices scaled in the micrometer range are
based on the macro metric behaviour of the material.
Although the last thirty years have seen the permanent
decrease of the dimensions to achieve by now a few
micrometers for the individual devices and a fraction of
them for the wiring itself, this decrease has not entailed
any fundamental changes. Manipulations ranging down
to the order of magnitude of nanometers are already
piercing into the interior of the cells and molecules, al-
tering the crystalline structure and the internal links.
This also spells the modification of the characteristics of
the material.

Early 2003 we started to make arrangements for the
establishment of an “educational” conference. It came
shortly to light that we could not have a leading role in
this process, as physicians, chemists and technologists
had already unveiled actual results in this field.

We gradually became acquainted with the research
nodes where significant experiences had been accu-
mulated. Ranked first among them are the different in-
stitutes of the Hungarian Academy of Sciences, but we
have been working intensively also at several universi-
ties to not only research this field but also to transfer
learning about this subject. Thus we deemed neces-
sary to get together a more general organizational
team. The members of it are Jozsef Gyulai (HAS Re-
search Institute for Technical Physics and Material Sci-
ence), Pal Barczy (Miskolc University, Institute for Mate-
rial Science), Zsuzsanna Mokry (Ministry for Education),
Mikiés Zrinyi (Budapest University of Technology and
Economics, Department of Chemical Engineering), San-
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dor Imre (BUTE, Department of Electrical Engineering),
Tamas Roska (Péeter Pazmany Catholic University and
HAS, Computer and Automation Research Institute).
We succeeded in getting the patronage of Norbert
Kroé (Secretary of HAS), Elek Straub (Chairman-Chief
Executive Officer of Matav Rt.) and Ldsz/o Pap (Vice-
Rector of BUTE).

The members of the organizational team undertook
to set up a section for each field. These efforts have
borne their fruit, as the initially half-day conference evol-
ved gradually to a whole-day, then to a one and a half
day, and finally to a two-day seminar with professional
lectures read all over the time. Late 2003, being know-
ledgeable about the program, we concluded to orga-
nize the conference from 26 to 27 April, 2004. On the
first day, the Hall of the Academy, on the second, the
Toélési Hall of Matav Rt. Headquarters have been the
locations where the audience of more than 200 could
benefit from the lectures. The two co-chairmen of the
conference have been Erné Simonyi (NHIT) and Vilmos
Koralewsky (PKI).
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Now let us recite some eminent results of the con-
ference. While doing this, we will commemorate some
lectures in more details, and the others in brief. This
proceeding may however not be deemed a value jud-
gement, as all lectures presented a high professional
degree and were delivering valuable results to contri-
bute to the development of the nano science. The se-
quence of the themes is defined rather by our opinion
which point we are stressing, which results may present
themselves with innovative solutions to have a wide-
spread use. The representation of all these achieve-
ments serves our goal to suggest that the nano tech-
nology is not an abstract science anymore, a scientist’s
toy, but a tool that can be used in numerous areas for
the solution of emerging problems and the enhance-
ment of classical methods.

The first results of the nano technology have been
the carbonic nano tubes. Simultaneously, such mea-
suring instruments and manipulators have been made
that were able to perform the tasks in the nano range.
An eminently attractive solution has been the applica-
tion of the laser beam as a clip and as a motor driving
tool. These “light-(laser)made and -operated devices”
have been referred to by Pal Ormos (Szeged). The re-
sults have been quite surprising, and it has been shown
which innovative tools completely different from their
predecessors are able to solve specific tasks in the
ranges invisible to the naked eye and hitherto unman-
ageable by any known devices. The HAS research ins-
titutes have also informed the audience on a great
number of novelties. We also heard a report on the def-
inition of high-resolution surfaces, on the creation of
new material features and also on the formation of
structures with required characteristics. The HAS Tech-
nical Development Funds have been represented by
Jozsef Gyulai, academic, who held an introduction into
the basics, and it has been clearly testified that in Hun-
gary there exists an institute that can solve the emerg-
ing tasks by means of tools of the nano technology.
HAS, itself, has been carrying out in-depth researches
into the possibilities of GaAs/Au compounds so highly
relevant in telecommunications (Imre Mojzes).

Biological applications are also spreading out to-
wards divers facilities. Let us just start with the state-
ment, that we can control the aging processes on the
basis of the approach from the nano technology, thus
restricting the complaints and disabilities of the elderly
to an acceptable level (Laszlo Ivan, Semmelweis Uni-
versity). LaszIo Lazar, from the Hospital of Nyiregyha-
za, exposed, that backbone operations that had been
regarded several years ago extremely hazardous and
capital, could be radically changed. By exploring the
problems by means of the tools of nano technology
and by designing and manufacturing the necessary
prosthesis for the healing in advance, they perform the
operations using a minimum of cuts. As soon as 2 to 3
days after the op the patients are released from the
hospital. In the biological section, researchers of the
Biological Research Institute of Szeged published their
experiences in gene technology and nano technology
of bacteriology. Gene technology, through manipulat-
ing the DNS chips on animals, communicated quite sur-
prising results. Although these have been advanta-
geous in many instances both for the animal and for
the progeny, we have concerns whether the human
gene modification could be ethically acceptable.

In the section of nano-structured industrial materi-
als, the practically most amazing lecture has been held
on the utilization of nano-magnetism for measuring in-
equalities above rails. After this, the grinding can be
performed at the minimum material loss. The measuring
results can control the grinder at a precision of the na-
nometric range. The successive representations have
focused on the details of influencing the characteristics
of ceramics and metals by means of tools of nano tech-
nology. This facilitates both increasing their solidity and
modifying the surface hardness, but polymeric compo-
sites can also be produced. The universities of Debre-
cen, Miskolc and Budapest and also the Zoltan Bay
Institute have equally proven their skills in producing
new materials of nano-structure, fulfilling specific needs.

The Section IV put prominently those fields into the
foreground, where Hungarian researchers discovered
solutions recognized as world-class innovations. They
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spotlighted also a domain holding out much more pro-
mises for electronics than ever. By conceptually up-
grading nano-structured silicon, these researchers suc-
ceeded in locating such applications that are not only
smaller but also much more diversified than the previ-
ous silicon-based semiconductor solutions. In this sec-
tion, prominent domestic achievements of manufactur-
ing nano-structured alumino-silicates and metals have
also been presented.

Nano technology has unveiled novel
solutions for encryption and data protec-
tion in the fields of telecommunications and
information technology. Michele Mosca of
Canada recited the security to be achieved
based on the quantum algorithm theory
and its implementation. It was accompa-
nied by an exposition on quantum cryptog-
raphy that related the information elements
to a photon. It has intended to realize se-
curity by the features of the photon, but its
practical use is deemed to require further
investigations.

The team of Tamds Roska (Péter Paz-
many Catholic University) has summarized
three terrains of nano technology (Nano
Bio Info Cogno). By detecting the bioelect-
rical signals of cerebral processes, it is pos-
sible to control directly by thoughts di-
verse technical operations, machines or
any other biological systems. This field is a
promising area, with the results presented
being near to be handled as a reality, all
the same we are accustomed to take such ideas as sci-
ence fiction. We were however astonished as we could
learn from the studies of Gydrgy Karmos and Istvan
Ulbert that this concept is already a reality. We had
equally the sense of some futurology as we heard of
the self-organizing nano systems, based on the func-
tion of one of the basic elements of the human orga-
nism, i.e. of the proteins.

The final section featured several lectures associat-
ed with this subject, that surpassed however the experi-
ences of nano technology. Aural A. Lazar (Columbia Uni-
versity) presented a novel encrypting principle permit-
ting the encryption and management of the data by
means of information of the least amplitude and time in-
tervals not requiring any synchronization. An exciting lec-
ture could also be heard from Tamas Roska on similarly
novel computers using the nano technology tools and
concepts modelling and detecting the cerebral functions.

Angela Hullmann has been attending the Conferen-
ce as a special guest, as a representative of the EU Re-
search Development Board. She instructed the atten-
dees of the Conference on the diverse programs, in-
cluding a detailed presentation about the fields conce-
rned by nano technology and the amount of the prog-
rams that are working all around this subject. Numerous
have been the programs the Hungarian experts have
been participating in, in close cooperation with the most

|
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successful researchers of Europe. We could get acquain-
ted with the crucial elements of the next program; this
event can be joined by anyone, but individuals are
advised to keep in step with the joint development pro-
ject during the period before 2007, to be familiar with
the outputs and working methods of their researching
associates, thus having the chance to enter the joint
project.

Norbert Kroé (HAS) has been closing the Conferen-
ce, outlining every future outbreak points of nano tech-
nology. He linked the results achieved with the possible
effects of the present researches. This rendering help-
ed also to rank properly the scope of telecommunica-
tions, which has been hitherto a neglected area. In
addition, he has been mentioning strategic tools and
diverse materials that are commonly used in our every-
day life. Accordingly, the apparition of clothes is immi-
nent in the near future that will be much more resistant
in strength, but more casual in wearing. This overview
brought altogether the final teaching that nano tech-
nology will certainly have a dominant impact on the dif-
ferent scientific areas and services, but its proliferation
will take place at different rates. The grounds of this do
not lie with the research achievements; the substitution
of a lot of areas, as yet, is not justified by either the ap-
pearance of novel features or by the commercial con-
straints.

The foils of the Conference are available on CD
(Katalin Forras, 481-7456), and can be obtained by
everyone concerned. Thus we are striving to support
the basic goal of the Conference, i.e. to get Hungarian
researchers and developers to be familiar with nano
technology, and to inspire them to have a conception
about it as an alternative possibility.
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The development of information technology and telecommunications makes more and more electronic services available.
These services (SMS, MMS, e-mail, instant messaging) facilitate an advanced communication between users. MMS, e-mail,
fax, etc. define points of presence of a user. These points can be reached via different addressing schemes. If someone wants
to present all his/her contact information on the same phisical medium, it is quite inconvenient when one of these informa-
tion changes. In this case all pieces of the business cards (for example) must be reprinted. Using ENUM, this problem can be
solved — one should print only one identifier on the businiess card, that wouldn’t change over time. The question occurs, hov-
ever: If ENUM is such useful, why is it not widely used? Present article tries to answer this question.

The name ENUM is an abbreviation, its meaning is
tElephone NUmber Mapping. The first aim with this
technology is to translate E.164 numbers into DNS
domain names. These names could than be used as
keys to search for address information of users in the
DNS database. The address information can be an e-
mail address, a GSM number, a SIP address, etc. These
information are encoded in so-called Naming Authority
Pointer (NAPTR) Resource Records in the form of URIs
and service descriptions according to RFC 3402 [7].
The ENUM system is not a protocol, it is a conven-
tion for the use of a specific set of existing protocols,

like: » using E.164 numbers and

the “e164.arpa” domain [4];
+ the DNS protocol [5,6];
+ using NAPTR Resource Records [7];
+ and interpreting the URI results of
the NAPTR lookups [8].

Using ENUM it is possible to provide a service where
the user has to publish only one communications iden-
tifier, which serves as a pointer to all his addresses.

ENUM enables the convergence of conventional
telephony and IP telephony and the usage of the well
established E.164 numbers to access |P-based appli-
cations. This includes the access from terminals with
numeric keypads, even from the TDM-based circuit-
switched PSTN/ISDN network [3]. Platform independent
addressing forecasts the vision of a unified telocom-
munications system [21].

The two problem statements of ENUM are the fol-
lowing [9]:

1) How do network elements (gateways, SIP servers
etc.) find services on the Internet if you only have a
telephone (E.164) number.

2) How can subscribers define their preferences for
nominating particular services and servers to res-
pond to incoming communication requests?
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It should be noted that the introduction of ENUM
itself does not require any change to the national num-
bering plans and will not imply any additional demand
of E.164 number resources. However, new services
and applications triggered by the availability of ENUM
may generate demand for additional numbering re-
sources. [1]

There are three different conceptional approaches
to ENUM. These are “user ENUM”, “operator ENUM” and
“infrastructure ENUM”. User ENUM refers to the use of
the single public ENUM root domain (.e164.arpa). Ope-
rator ENUM refers to implementations of ENUM typical-
ly for large organisations using internal telephone and
IP networks, and uses a private implementation of the
ENUM principle rather than the public root domain. In-
frastructure ENUM refers to implementations of ENUM
within communications networks for network address-
ing and routing rather than end-user addressing pur-
poses.

Present article concentrates only on user ENUM
issues.

SIP or ENUM?

This question often arises during discussions in con-
nection with VolP in an explicit or an implicit way. How-
ever it is a badly formulated question. There is no ans-
wer because the two mentioned technologies are not
alternatives of each other. While SIP is a protocol
ENUM is rather a convention for the use of a specific
set of existing protocols, as mentioned earlier. The rea-
son for the confusion could be the fact that it is possi-
ble to initiate calls with E.164 addressing in a SIP serv-
er based VolIP system without using any additional sys-
tem or technology. Only IP network, SIP server and some
SIP user agents are nedded. So what is the added va-
lue with ENUM?
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ENUM provides a global solution for unifying com-
munication identifiers, while the VolP solution with E.164
addressing and one (or more) call server (SoftSwitch,
SIP proxy, etc.) provides an isolated system where one
can use E.164 addressing as well. In this case it is the
Call Server that makes the mapping (using a mapping
table) between application level communication identi-
fiers and E.164 numbers. The problem with this (and
the reason why it is an isolated solution) is the propa-
gation of mapping tables between Call Servers. There
hasn’t been any viable protocol that would solve this
problem until recently. Users can reach only those sub-
scribers via E.164 numbers who have registered them-
selves with the same Call Server. This approach is nei-
ther scalable nor universal.

In the ENUM system SIP is not the only protocol that
can be used to reach services. There are some Inter-
net Drafts [11] that define a basic set of enumservice
descriptions that are intended for use in deployments
of ENUM. These descriptions form a set of enumservice
registration requests, as laid out in section 3 of [2].

timal solution or not. There are some imperfections of
the DNS that need to be examined thorougly [16]:
— DNS is insecure.

TSIG [13], DNSSEC [14], PKI [15]

could make it more secure.

The question is, how mature are

these technologies and how big is the gap between

the theory and the implementation.

— DNS is variably timed.

— DNS is generally not well maintained.
— DNS is generally not well synchronized.
— There is no “DNS says ‘no”,

only an indistinct timeout.

— Putting regular expressions in the DNS is a fasci-
nating complication.

Remark: Under ENUM this article means a system
where the root of the hierarchical DNS database is
‘e164.arpa’. ENUM systems with different root are re-
garded as ENUM-like systems.

Abbreviations

The enumservice names are ‘talk’, ‘voice’,
‘ivoice’, ‘video’, ‘msg’, ‘fax’, ‘sms’, ‘ems’, ‘mms’, ‘email’,
‘chat’, ‘tp’, ‘im’, ‘info’, ‘web’, ft’, ‘srs’, and ‘all’.

DNS - The only database?

DNS [5,6] is a hierarchically arranged distributed
database. It is used mostly on the Internet to do
the mapping between IP addresses and domain
names. The unit of data in the DNS is the Resour-
ce Record (RR). There are several sorts of RRs,
but from the point of view of ENUM it is the
NAPTR RR (Naming Authority Pointer Resource
Record) [7] that is important. It specifies a regular
expression based rewrite rule that, when applied
to an existing string, will produce a new domain
label or Uniform Resource Identifier (URI) [8]. Also
the lists of ENUM services belonging to an E.164
numbers are stored here. One can acquire this
information by using the method (algorithm) de-
fined in the ENUM RFC [2]. According to this,
E.164 numbers must be converted into domain
names first in the following way.

Reverse the digits of the E.164 number, put
dots between them and append the string
‘.e164.aprpa’ to the end. For example the number
+36-1-234-5678 would be transformed into

8.7.6.5.4.3.2.1.6.3.e164 .arpa.

This string can be used as a key to the DNS
database to retreive information (records) about
available services belonging to number +36-1-234-
5678.

Using the DNS to store service information be-
longing to E.164 numbers is plausible, because
DNS is a publicly available distributed database.
The question arises however whether it is an op-
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DNS Domain Name System
DNSSEC DNS Security Extensions
DoS Denial of Service
E2U ENUM to URI
ENUM tElephone NUmber Mapping
ETSI European Telecommunications Standards Institute
GSM Global System for Mobile Communication
IN Inelligent Network
IP Internet Protocol
ITU International Telecommunication Union
MMS Multimedia Messaging Service
NAPTR Naming Authority Pointer
PINT PSTN/Internet Interworking Service
PKI Public Key Infrastructure
PLMN Public Land Mobile Network
PSTN Public Switched Telephone Network
RR Resource Record
SCN Switched Circuit Network
SIGTRAN Signaling Transport
SIP Session Initiation Protocol
SMS Short Message Service
SPAN Services and Protocols for Advanced Networks
SPIRITS Service in the PSTN/IN Requesting Internet Service
SS7 Signaling System 7
Telecommunications and Internet Protocol
TIPHON Harmonization over Networks
TISPAN SPAN+TIPHON
TRIP Telephony routing over IP
TSIG Secret Key Transaction Authentication for DNS
URI Universal Resource Identifier
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ENUM functional model

ENUM Administration

The following figure shows the functional model of
ENUM. [1]

To understand the tasks of the entities in the figure,
some terms must be defined:

ENUM registrar:
entity that provides direct services to domain name
registrants by processing name registrations
ENUM registrant:
entity initiating the ENUM registration process
(end user or agent)
ENUM Tier 0:
level in the tiered architecture corresponding to
the ENUM root, i.e. e164.arpa NOTE:
Records at this level contain pointers to Tier 1
for an E.164 Country Code or portion thereof.
ENUM Tier 1:
level in the tiered architecture corresponding to
the E.164 Country Code (CC),
i.e. <CC>.e164.arpa NOTE:
Records at this level contain pointers to
Tier 2 for an E.164 number.
ENUM Tier 2:
level in the tiered architecture corresponding to
the E.164 number, i.e., <N(S)N>.<CC>.e164.arpa
NOTE: Records at this level contain NAPTR records
for an E.164 number.
ENUM Tier 2 Nameserver Provider:
entity responsible for the servers within DNS
that hold the NAPTR resource records NOTE:
In some other documents this entity is also referred
to as the ENUM Tier 2 Registry or
the ENUM Tier 2 provider. [1]
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The ENUM functional and administrative model is
based on a ternary separation. The three distinct levels
are: Tier 0, Tier 1 and Tier 2.

The main functions performed at Tier O level are the
administration and technical management of ENUM
domain. These functions are implemented by the Tier 0
registry that is a single international registry containing
pointers to the Tier 1 registries.

The main functions performed at the Tier 1 level are
management and operation of the ENUM domain cor-
responding to an E.164 country-code in the country or
area identified by that given country code. These func-
tions are implemented by the ENUM Tier 1 registry that
is a national registry containing pointers to the ENUM
Tier 2 Nameserver Providers.

The main functions performed at the Tier 2 level are
the commercial provision of the ENUM functions. These
functions are implemented by the ENUM Tier 2 Name-
server Provider and ENUM registrar which can be car-
ried out by the same or separate entities. [1]

The ‘Validation’ entity is responsible for the authen-
tication of users.

According to the ‘opt-in principle’: The assignee of a
number must make an explicit request to participate in
ENUM before the ENUM domain corresponding to that
E.164 number can be registered and any NAPTR re-
cords for the number can be populated. [1]

ENUM risks and threats

Beyond the possibilities of ENUM it should be recog-
nized that this system has some risks as well. These
can be the following:

Unscrupolous use of information
ENUM system makes possible that an ENUM client
attempting to initiate a call, based on an E.164
number, can retrieve all information about the com-
munication identifiers of the called party. This makes
possible to retrieve information on users by entering
randomly an E.164 number.

Identity theft, Spamming
The previous point makes possible to build ‘identity
lists’ that can be used for spamming.

Theft of user-provider relations
Provider specific information can be revealed in
connection with a user, so one could offer alterna-
tive services based on this stolen information.

Denial of Service
‘Flood attack’ on the DNS NAPTR records can block
the retrieval of any communication addresses.

Passing off
Passing off could occur when an entity provisions
another end user’s E.164 numbers in the DNS by
having their own details inserted in the NAPTR re-
cords corresponding to another person’s or compa-
ny’s number. This would undermine the trust in the
ENUM system
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Hijacking

“Hijacking” is where a provider of communications
applications and services is inserted in a communi-
cations path without an end user’s permission. In
the context of ENUM, hijacking could occur when: a
provider of communications applications or services
arranges for end users’ E.164 numbers to be provi-
sioned in the DNS without their consent. [1]

Related issues
(Problems, Protocols, Architectures)

Regarding the cooperation and convergence between
IP and PSTN it is necessary to develop new and exist-
ing protocols. This section is about protocols and sys-
tems aiming to help the IP-PSTN cooperation.

The problem of locating the proper voice gateway is
closely related to ENUM. VolP applications are getting
more and more popular that formulates the need for
installation of more and more IP-PSTN voice gateways.
For calls from the IP network to the PSTN, the caller
must locate a gateway that is able to complete calls to
the desired destination. There may be several avail-
able gateways, and selecting the most suitable one is
a nontrivial process. Currently the gateway must be se-
lected by the user or by the signaling servers. The se-
lection and configuration of gateways to use involves
manual work.

The list of available gateways must be configured
into the signaling servers and updated when new gate-
ways become available [10]. It would be nice to have a
protocol that would help users to locate the most app-
ropriate gateway dinamically. One solution can be the
TRIP [17,12] protocol to this problem that is under deve-
lopment.

PINT [18] protocol specifies how to reach PSTN ser-
vices from the IP. There is an other protocol often men-
tioned together with PINT, this is called SPIRITS [19].
It's RFC describes the architecture for supporting SPIR-
ITS services, which are those originating in the PSTN
and necessitating the interactions between the PSTN
and the Internet (Internet Call Waiting, Internet Caller-
ID Delivery, and Internet Call Forwarding are examples
of SPIRIT services).

Specifically, it defines the components constituting
the architecture and the interfaces between the com-
ponents.

An other related framework is the SIGTRAN [20].
SIGTRAN defines an architecture framework and func-
tional requirements for transport of signaling informa-
tion (SS7, Q.931, etc.) over IP. The framework describes
relationships between functional and physical entities
exchanging signaling information, such as Signaling
Gateways and Media Gateway Controllers. It identifies
interfaces where signaling transport may be used and
the functional and performance requirements that app-
ly from existing Switched Circuit Network (SCN) signal-
ing protocols.
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Summary

As every tehcnology ENUM has some advantages and
disadvantages as well. The aim is to make use of ENUM,
provide services and convenience for users while mini-
mizing the threats and risks that may arise. To reach
this aim, the importance of standards can not be em-
phasised enough. It is ITU-T Study Group 2 and ETSI
TISPAN working group 4 who do the majority of the
standardization work.

Beyond standardization it is necessary to build ex-
perimental systems as well, to be able to reveal the
problems of the system in real-life circumstances. The-
ory and implementation are often different matters.

The question, why ENUM is not widely used yet,
can now be answered. There are some privacy and
security issues where the answers are not well elabo-
rated yet. Some of the problems can be solved by the
development of the technology while others can be
solved by policing. Both approaches are important and
can not be neglected. It is better to introduce a good
service a bit later than to introduce a bad one immedi-
ately.

References

[1] ENUM Admin. in Europe Technical Specification
ETSITS 102 051 V1.1.1 (2002-07)

[2] RFC 2916 E.164 number and DNS, P. Faltstrom.
September 2000.

[3] Introduction to ENUM, Document version 0.1
Austrian ENUM trial platform

[4] RFC 3172 Management Guidelines & Operational
Requirements for the Address and Routing
Parameter Area Domain (,arpa“), G. Huston, Ed.
September 2001.

[5] RFC 1034 Domain names — concepts and facilities,
P.V. Mockapetris.

November 1987.

[6] RFC 1035 Domain names — implementation and
specification, P.V. Mockapetris.
November 1987.

[7] RFC 2915 The Naming Authority Pointer (NAPTR)
DNS Resource Record, M. Mealling, R. Daniel.
September 2000.

[8] RFC 2396 Uniform Resource Identifiers (URI):
Generic Syntax, T. Berners-Leg, R. Fielding, L. Masinter.
August 1998.

[9] Implications of ENUM, Geoff Huston
September 2002.
www.potaroo.net/papers/2002/enum.ppt

[10] TRIP, ENUM and Number Portability, Nicklas Beijar
Networking Lab., Helsinki University of Technology
http://keskus.hut.fi/opetus/s38130/k01/Papers/
Beijar-TripEnumNp.pdf

[11] ENUM Services
http://www.potaroo.net/ietf/ids/draft-brandner-enum-
services-compendium-00.txt

49




HiRADASTECHNIKA

[12] RFC 3403 Dynamic Delegation Discovery System
(DDDS) Part Three: The Domain Name System (DNS)
Database, M. Mealling.

October 2002.

[13] RFC 2845 Secret Key Transaction Authentication
for DNS (TSIG), P. Vixie, O. Gudmundsson,
D. Eastlake 3rd, B. Wellington.

May 2000.

[14] RFC 3008 Domain Name System Security
(DNSSEC) Signing Authority, B. Wellington.
November 2000.

[15] Public-Key Infrastructure (X.509) (pkix)

Internet draft and RFC collection
http://www.ietf.org/html.charters/pkix-charter.html

[16] An IETF view of ENUM,

Geoff Huston, Executive Director, IAB
http://enum.nic.at/documents/AETP/Presentations/
Austria/0011-2003-03-Australia/huston.ppt

[17] RFC 2871 A Framework for Telephony Routing
over IP, J. Rosenberg, H. Schulzrinne.
June 2000.

[18] RFC 2848 The PINT Service Protocol:
Extensions to SIP and SDP for IP Access to
Telephone Call Services, S. Petrack, L. Conroy.
June 2000.

[19] RFC 3136 The SPIRITS Architecture,

L. Slutsman, Ed., |. Faynberg, H. Lu, M. Weissman.
June 2001.

[20] RFC 2719 Framework Architecture for
Signaling Transport. L. Ong, I. Rytina, M. Garcia,
H. Schwarzbauer, L. Coene, H. Lin, |. Juhasz,
M. Holdrege, C. Sharp.

October 1999.

[21] Egységes tavkozlés a kiilénbdz6 infrastruktiraju
halézatokon, Erdélyi Tibor, BME-AUT
Hiradastechnika, 2004/4.

NIEWVIS

Global Support for Information Society Targets

Targets set for improving access and connectivity to information and communication technologies (ICT)
by 2015 at the first phase of the World Summit on the Information Society (WSIS) have received strong
support in a global ITU survey. The Summit approved a Declaration of Principles and Plan of Action that
set forth a roadmap to bring the benefits of ICT to underdeveloped economies. The Summit was orga-
nized by ITU under the patronage of UN Secretary-General Kofi Annan to ensure that social and eco-
nomic development, which is increasingly driven by ICTs, will result in a more just, prosperous and
equitable world. The survey shows overwhelming support for the belief that if the information society is
to be one in which all citizens throughout the world can equally access and use information resources
for sustainable economic and social development, that cyberspace should be declared a resource to
be shared by all for the global public good.

ITU Standard gives operators brighter future
ITU has set a global standard for a new optical fibre that will make it easier for network operators to
deploy bandwidth to maximize technology in their core networks.The development of standards in is
important if network operators are to reduce costs and provide more innovative services to customers.

G.656 allows operators using CWDM (Coarse Wave Division Multiplexing) to deploy systems without
the need to compensate for chromatic dispersion a phenomenon that at low levels counteracts distor-
tion but at high-levels can make a signal unusable. Although it is not complicated, but do not the manage-
ment of chromatic dispersion is crucial as the number of wavelengths used in WDM increase. G.656 also
means that at least 40 more channels can be added to DWDM (Dense WDM) systems. In this case chro-
matic dispersion generate harmful interference over this — unprecedented — range of the optical spectrum.

ITU-T G.656 (Characteristics of a fibre and cable with Non-Zero Dispersion for Wideband Optical
Transport) is the recent in the G-series which specifies the geometrical, physical, mechanical and
transmission characteristics of optical fibres. Other Recommendations in this series include:

ITU-T G.652 — Characteristics of a single-mode optical fibre and cable

ITU-T G.653 — Characteristics of a dispersion-shifted single-mode optical fibre and cable

ITU-T G.654 — Characteristics of a cut-off shifted single-mode optical fibre cable

ITU-T G.655 — Characteristics of a non-zero dispersion-shifted single-mode optical fibre and cable
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Does the Internet contribute
to people’s life?

AGOTA VISEGRADI

visagi@freemail.hu
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The information society will be fortified, developed by the generation of the future in the first place, the ones who were born
into this world and grew up here. This will be natural for them and they will be the real users and usufructuaries. The spread
of computers in the households and at homes will become as general as the television or the telephone. The ones who own
a computer links up to the worldwide web as well. Teaching computer science has become accepted at schools by today.

If someone cannot have access to the worldwide web,
it is a disadvantage in education even today. The
questions of the examinations, the right solutions, the
results of the examinees, the set books and the infor-
mation sources, which are necessary to acquire the syl-
labus, can all be found on the Internet. When taking a
language examination, for example, the examinees get
a personal password with the help of which they can
have a look at their own result on the homepage of the
language school.

The students can get information in wider limits with
the help of the Internet as specialized literature can be
searched with the help of search engines. Going to
libraries is not necessary searching for the required
documents. This increases the effectiveness of learn-
ing a lot. The equipment with computers at schools is
essential as the students do not have the chance to
have access to a computer at home, it is the school
that provides them with that. There is no doubt about
the fact that the students get on with finishing their
studies better with the use of the Internet.

The necessity of the Internet also appears in settle-
ments and villages where the equipment with comput-
ers and the opportunity to access to the web is limited.
The worldwide spread programme is to help that which
urges to establish tele-houses, tele-centres and tele-
huts. Among others, the task of these information cen-
tres is to provide the inhabitants of villages with the
access to the necessary information. Helping the equal
opportunity and their success later on, the opportunity
to have access to the worldwide web increases.

Life long learning in the economic competition is
essential. A good proportion of the population studies
at retraining and further training courses besides doing
their daily jobs. The economic development of the soci-
ety has produced the discontinuation of some recog-
nized jobs so this problem can be solved by the retrain-
ing of the unemployed at the given settlement.

Studying in addition to your job reduces free time
therefore the information background provided by the
Internet is necessary.

LIX. VOLUME 2004/6

| would mention an interesting possibility provided
by the tele-education in South Africa where the young
African students can listen to lectures of the partner
universities through the medium of satellite connec-
tions. They can get a degree even at the Harvard
University without leaving their own countries and also
their cultural and economic surroundings and these
degrees are also accepted by the partners cooperating
in the network.

Services through the Internet

There are several search engines at the users’ dispos-
al to do their purchases on the Internet where the list
of stores selling the certain product is put on the screen
when the name of the searched product is written into
the appropriate place. All the necessary information
can be obtained on the homepages of these commer-
cial firms. All the goods can be found in a list, with pho-
tos and also the features of the product. The consumer
can decide on the way of purchasing the selected
product. In the case of an online order the product can
be ordered through the Internet and is delivered within
one or two days to the given address or the consumer
can collect it personally in the specified shop.

Study results certify that 98% of the population
capable of earning a living are in the possession of an
account. Banks and credit banks offer a certain part of
their services online through the Internet. All the finan-
cial transactions can be concluded on their home-
pages.

Internet cafes, Tele-houses, libraries and more re-
cently multimedia terminals sited on public areas (e. g.
in shopping centres, in front of municipalities, at railway
stations, etc.) can help the ones who do not have com-
puters or Internet accession in their homes or at work.
The new service offers an open accession to the world-
wide web using a telephone card.

In Hungary the first public WebTerminal in the coun-
try was sited in Szeged by the Foundation C3 with the
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support of the Matav. These terminals are suitable for
getting information quickly, having a look at any home-
page, writing and reading letters.

In the following the appliance developed and ins-
talled by the Telecommunication Development Institute
of the Post Office Research Institute (PKI) is shown.

The WebTerminal

The terminal is suitable for browsing the Internet, elec-
tronic corresponding, making phone calls and also send-
ing short messages and using game programmes. It
provides an on-line advertising interface which com-
bines the fixed advertisements on the user interface,
the advertisements of the Internet sites and the adver-
tising pages running at standstill. The opportunity to
advertise and also the amount taken down from the
user’s phone card mean a considerable source of
income for the operator and according to received wis-
dom, it is necessary by all means to the profitable oper-
ation of such terminals.

The services on the terminal (e.g. telephone and
browser) can be used at the same time, parallel, in this
way the terminal provides the user with a feeling of real
multimedia.

Although the terminal is suitable for free of charge
distributing of information in the public interest, its most
important unique feature is that it is capable of accept-
ing phone cards, in this way the customer can pay for
the different services with the value taken down from
the phone card.

Charges

The tariffs of phone calls are exactly the same as
the tariffs of a public phone box. The tariffs of browsing
on the Internet work on the basis of time where the
appliance charges the tariff by the minute. Sending
and receiving electronic letters are charged bit by bit,
irrespective of the size of the letter and duration of let-
ter writing. Short messages and played games are also
charged bit by bit.

The terminal displays the units taken down in the
course of using the services so we can continuously be
informed about the amount taken down from the
phone card through the medium of a message window.

In the case of the Internet sites of special contents
there is a possibility of charging based on the content
where the amount shown in the head of the site is
taken down from the card after the customer confirmed
his intention. Databases whose access is restricted
may be this type of content where the owner of the
database can specify the tariff of the given site.

The way of a more complicated and sophisticated
way of charges than now can also be solved. Such as
a charge depending on the quantity of the data and
the progressive and degressive charges depending on
time.

52

User interface

Developers tended to establish maximal flexibility
and convenience of use when creating the user inter-
face of the terminal. The appliance can be used both
with a keyboard and a touchscreen. The user can
choose the most appropriate way of usage concerning
the given activity. The intuitive touchscreen is more suit-
able for making calls and random Internet browsing
and a physical keyboard is more likely to be used than
a virtual keyboard when writing a letter or using the
Internet. The terminal also contains a built-in webcam-
era and a microphone. Photos, moving picture and
recording are also possible to attach to the written let-
ters with the help of these.

Network connections

The terminal can have three types of network con-
nections which can be combined in four different ways:

— analogue

— ISDN

— ADSL

— ISDN and ADSL combined

The analogue connection represents the past and
as it does not provide this type of terminal with the ser-
vice of a suitable level, it is likely to be dropped by the
developers in the future.

The ISDN connection represents the present with
the accession the electric circuit connected telephone
and the mustered in Internet at the same time. National
coverage can be carried out by this connection.

The ADSL connection represents the future. Its
large bandwidth guarantees the Internet accession
and IP telephone service of, satisfying all the require-
ments. If necessary the netterminal can access to the
worldwide web through wide band ADSL connection.
Besides the ADSL accession the ISDN connection is
also necessary in future because of the electric circuit
telephones and reliability.

Telephone function

The developers decided on the implementation of a
clear software ISDN telephone based on a standard
PC sound card and an ISDN card. These telephone
programmes are given with the ISDN cards by the hard-
ware producers and they can also be loaded from the
Internet in the form of a shareware, however, none of
them are suitable for using as public phone boxes. The
reason for this is that these programmes do not instruct
to write cards when calling, do not have telephone num-
ber analysis (which is to identify the free/paid/restricted
numbers and call directions) and their user interface is
also fixed and cannot be form to a similar one of the
public appliances in accordance with the requirements
of the MATAV.

Therefore the software developers have made the
telephone programme faithfully copying the public
appliance with a Proxim card from the very beginning
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on the surface of which the usual buttons and func-
tions can be seen:

— volume control,

— selection languages,

— changing cards,

— short time breakdown,

— redialling,

— ABC quick call buttons,

— F1-F5 quick call buttons,

— display of the dialled number,

— display of advertising and information messages.

Apart from these the following functions also work to
emphasize the multimedia feature and exploit the ISDN
skills:

— loudspeaker,

— conference with three persons,

— display of the number of incoming calls.

The hungarian web terminal
developed by Laszlo Bortel (Matav-PKI Fl)

Internet |

Telefon
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The charts of figure analysis, tariffs and advertising
messages are provided by the PMS 150 supervisory
system.

Connecting of audio signs through the receiver, the
internal multimedia speaker and the microphone is car-
ried out with the help of a CNR card .

Browsing function

The browser — depending on setting — can provide
a free or a restricted use of the Internet. The whole
Internet address or certain groups of sites or the type
of content given with the help of extension screening
can be restricted. Browsing can also be free of charge
or paid. On the surface of the browser the usual but-
tons can be found (Forth, Back, Refresh, Homepage,
Delete, URL line) but there is not a list of menu, in this
way activation of the menu buttons endangering safe-
ty can be eliminated (e. g. Save, Having a look at the
source of a document, etc.)

Operating cards

The terminal accepts phone cards based on
Eurochip Il now and is prepared to accept cards
from abroad that is to accept cards based on
Eurochip Il of other telecommunication companies
— e. g. Deutsche Telekom, SwissCom and PTT
Telecom. Above all — due to card operation by the
standards PC/SC supported by the windows —
other types of cards — e. g. electronic purse, chip
bank card or loyalty card — are also easily accept-
ed, it can be solved by the existing card reader
installing another safety module into the terminal
if necessary.

Special peripherals

— The radar recognizing approach built in the
terminal is a special appliance that recognizes
moving within the vicinity of a couple of metres of
the terminal. The control programme reacts with
interrupting the standstill advertising sequence
and playing a picture/a sound/an animation, which
arouses attention (“Touch the screen.’).

— The IrDA infrared data-port makes the chang-
ing of data possible by mobile phones, laptops
and pocket computers.

— The built in camera is to fix the photo at-
tached to electronic letters, however, it may work
as an appliance for video chats and a video tele-
phones later on.

33 appliances of the above mentioned Web
Terminals were sited in different parts of the coun-
try in December, 2002 and January, 2003.

The appliance has been developed by L&sz/é
Bortel (Matav-PKl; bortel.laszlo@In.matav.hu)
which makes the significant extension of the do-
mestic information services possible. It is likely to
advance the use of the Internet on the economi-
cally depressed areas.
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Equal opportunity,
isolation and the Internet

An information centre can be established in communi-
ty centres and small offices, which can be found at
almost all settlements, using the existing telecommuni-
cation network and the Weberminal. The bases neces-
sary to start can be established by a contract and with
the help of the municipality.

On the basis of the market predictions such agricul-
tural products can be produced that can expect solvent
demand. It is also possible to know what tender their
economy can be developed and modernized with.

They can join distant education programmes.

Distant jobs are also getting more and more impor-
tant, which also help the population to remain in their
settlements. One of the essential tasks of the tele-
houses is to create the conditions to do distant jobs for
the inhabitants of the settlement (place, device, etc.)

The inhabitants can not only receive information
through the medium of the Internet but can also send.
Historical background, geographical features, econom-
ical, financial and demographical situation of their own
settlements can be shown as well. Attention will be
drawn and the interest of investors and tourism will also
be aroused.

Isolation will come to an end by the Internet and it
makes way for equal opportunity. This results in the
qualitative change of the inhabitants’ lives living there
and contributes to the fact that young people will be
likely to remain their native places, people will make
plans again and have vision of the future. The Internet
‘delivers’ the opportunities they did not even dare to
dream about to their homes.
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The condition of
spreading of the Internet

There is a certain part of the society that has never
used a computer and they do not know how to work
with it, they do not know the services and possibilities
provided by the Internet. They think they could man-
age without it so far, there is no forcing impact that
would change their standpoint. Children may remove
their parents from this deadlock for whom the use of
the Internet will be essential to finish their studies and
find a job. The computer may not stand on the first
place in the domestic budget of these families but
sooner or later this investment will be done.

The families who are very hard up may like to have
a computer and use the Internet, however, they cannot
finance this investment.

The accession through public (WebTerminal) and
community centres (tele-houses) shall be provided.

Teaching the use of the Internet free of charge may
also contribute to the growth of the use of the Internet.

Analysis of expenses and benefits

As in the case of all investments, all the families and
organizations make an analysis of expenses and ben-
efits concerning the use of the Internet. Although this
analysis is not always conscious, the advantages and
the disadvantages are both examined.

On the side of the cost

a) The value of the investment in money: the price
of the devices of information technology and the ac-
cession to the Internet, furthermore the costs of the
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service and its effect on the domestic/organizational
budget. What is to reduce or give up.

b) The feeling of danger of the user appears in dif-
ferent forms. Such as what happens if a wrong button
is pressed? They do not know that a good system asks
a question to be confirmed before activation. The sys-
tems have an internal safety system.

The language and the system of working up the
documents of the search systems do not match. There
is no logical connection between the viewpoints of
searching and working up. It is proved by the fact that
there are too many things found in the case of a search
and several of them are irrelevant. That is why it is
impossible to read through the immense amount of
information, in this way there will be some informa-
tion that may be important for us, we
cannot get them. The situation is simi- .
lar when using some tightening possi-
bilities. s

We often meet with the fact that
rules do not protect the innocent,
the victim but rather the criminals.
Criminals always have human
rights, however, these rights are
often forgotten in the case of
the victims. The appropriate
sanctions shall be imposed so
that the rules can be enforced.
The missing Internet rules, the weak
sanctions and the existing loopholes
serve the interest of the network criminals
only.

Benefit can only be seen

a) When the user is sure that the commercial firm he
buys the product from works honestly when an online
purchase is carried out. A perfect faultless product is
delivered to the given address and they do not misuse
with the fact that the customer did not see the ordered
article.

b) The professional material that can be found on
different Internet homepages contain real data, they
are authentic. Misleading, deceiving the customer shall
not happen. Untrustworthy, unreal news may shatter
people’s trust and then they will read the news on the
worldwide web with suspicion.

¢) In the case of different Internet bank and finan-
cial transactions the customers feel safe.

d) The users are sure that unauthorized persons do
not break their secret code.

e) The worldwide web provides easy access. One of
the main tasks of the tele-houses is to provide the
inhabitants with the public and community access and
teach them how to use it. The infocommunication back-
ground and the access to the worldwide web may be
established by the tele-houses. The staff may provide
the inquirers with training and help.

Extermination of unnecessary and ineffective infor-
mation serves the expansion of the effectiveness of
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the Internet. A sophisticated search language might be
a solution so that the unnecessary information does
not appear. Sophisticated search tightening of the doc-
uments getting into the databases can be perfectly
solved with different expressions (e. g. subordination,
superiority, etc.), logical — and not accidental — com-
pounds.

If the user orders a cinema, a theatre or a concert
ticket, it would be convenient for him to collect the tick-
ets 10 minutes before the performance. It would be
necessary to solve the problem of electronic payment
in order to ensure the entertaining or cultural institution
that the tickets will be paid

for sure and taken over.
On the other hand, the
customer shall be provid-
ed with a certain period
of time up to the end of
which the ticket order can
be cancelled and resal-
able.

The listed difficulties, which
put a check on the Internet,
can be ceased. The use of the
Internet will appear as a natural
demand in the course of the
change of people’s way of thinking
and attitude. After that the benefit may be
expressed in money besides the expenses.
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SHORT IMPULSE PROPAGATION

IN WAVEGUIDES

Keywords:
Maxwell-equations, radio waves,
ionosphere, reflections
One of the most important research topics is the
investigation of (short) impulse propagation in wave-
guides. The known solutions are based upon the
well-known monochromatic approaches, examin-
ing the different frequencies separately or building
the model and the theory on a fundamentally mono-
chromatic starting point (e.g. permittivity tensor,
which is defined originally by assuming an type so-
lution form).
In this paper a completely new theoretical model
and solving method will be presented for a rectan-
gular waveguide filled by vacuum, excited by an ar-
bitrarily formed electromagnetic signal (Dirac or real,
even short impulse).

(from 2004/5)

PACKET SWITCHED OPTICAL ROUTER

Keywords:
WDM, optical packet switching, sub-carrier
Our laboratory is a participant of an international
project where an optical core router development
and research is made by university and industry
members. The developed hardware based on wave-
length division multiplex and subcarrier label tech-
nology. The concept, the stage of the development
and the foregoing results will be demonstrated be-
low very briefly.

(from 2004/2)

WAVELENGTH CONVERTER SOLUTIONS

WITH SEMICONDUCTOR OPTICAL AMPLIFIERS
Keywords:
wavelength conversion, cross-gain modulation (XGM)
semiconductor optical amplifier
Semiconductor Optical Amplifiers (SOA) offer sev-
eral possible solutions for wavelength conversion
in the optical domain. In this paper different possi-
ble solutions are compared, pointing out the advan-
tages and disadvantages of each. Then a simple
and at the same time most promising method, the
Cross-Gain Modulation (XGM) is investigated through
performance measurement results.

(from 2004/2)

APPLICATION AND MODELING OF VCSELS
IN DIRECT MODULATED OPTICAL LINKS
Keywords:
VCSEL, direct modulation,
dynamic range, laser model
Vertical cavity surface emitting lasers, VCSELs,
are very important light sources in optical commu-
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nications. Their characteristics are very close to
high performance edge emitting laser characteris-
tics with low distortion, high modulation bandwidth
and high dynamic range. At the same time their
price can be an order less thanks to the new tech-
nology.
This paper introduces the unique properties and
application of these lasers in high speed direct mo-
dulated optical links. A novel circuit model is also
shown, which is capable to simulate the spatial
effects, like diffusion and spatial whole burning, in
these lasers.

(from 2004/2)

CRYSTALLINE SILICON SOLAR CELLS
WITH SELECTIVE EMITTER AND

THE SELF-DOPING CONTACT

Keywords:
light-electricity conversion, solar cells,
outlets, efficiency
One of the key questions of our world is the energy-
supply of the people while protecting the environ-
ment suitable for life. One solution for this problem
is the use of renewable energy sources. In Hungary
the share of this energy amounts to only a few per-
cents of the total energy-supply. While the using of
the biomass and the geothermal springs are only
near-term solutions, for long-term the utilizing of so-
lar and wind energy has to be considered.

(from 2004/1)

PARAMETER CONTROL OF LASER BEAMS
IN FUNCTION OF THE PATTERN OF

MULTILAYER STRUCTURES

Keywords:
lasertechnology, micro-via machining lasers,
laser-material interaction
The development of electronic industry is strongly
related to the permanently shrinking sizes, a chal-
lenge that in many instances cannot be coped with
by means of the perfection of traditional technolo-
gies.
The laser devices can be a useful means for their
substitution, but as we do not know perfectly the
processes that occur at the interaction of the laser
with the material, we are unable to make the best of
the laser technology. This contribution intends to
highlight the features of this interaction, the im-
pacts that the pattern applied on the substrate and
the machining parameters have on the results of
the machining process. We have set us the goal to
exploit more efficiently the opportunities presented
by the laser-based machining, by changing the la-
ser beam parameters in function of pattern and ma-
terial.

(from 2004/1)

LIX. VOLUME 2004/6




